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VAGO
Clinical ICT Systems in the Victorian Public Health Sector
On the 30th of October 2013, the Auditor-General tabled the audit report on Clinical information and communication technology systems in the Victorian public health sector. 





The Victorian Auditor-General’s Office 2 

• Purpose – assurance to Parliament on the accountability 
and performance of the Victorian public sector. 

• Legislation – Audit Act 1994 defines powers and 
responsibilities of the Auditor-General and the Victorian 
Auditor-General’s Office. 

• Mandate – financial and performance audits of around 550 
entities. 
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VAGO
Clinical ICT Systems in the Victorian Public Health Sector
The Auditor-General provides assurance to Parliament on the accountability and performance of the Victorian Public Sector. 
 
The Audit Act 1994 defines the powers and responsibilities of the Auditor-General and the Victorian Auditor-General’s Office. Under this Act, the Auditor-General conducts and reports on both financial audits and performance audits. 
The Auditor-General’s mandate covers over 500 entities including:
government departments
hospitals 
local government
water corporations
police, 
emergency services 
universities 
and superannuation schemes




Background to the audit 3 

• In 2003 the government committed to roll out clinical ICT 
systems to all major Victorian hospitals by 2007 

• Clinical ICT component has accounted for $143 million of the  
$323 million HealthSMART program 

 

• Intention of the program was to: 
• improve the quality, safety and efficiency of patient care  
• deliver ICT that is well integrated and actively used in 

clinical practice. 
 

• Outside the HealthSMART program, some health services 
have also  implemented their own clinical ICT systems. 

  

 

30 October 2013  ▌ Clinical ICT systems in the Victorian Public Health Sector  

page 
1 

page 
1 

page 
1 

VAGO
Clinical ICT Systems in the Victorian Public Health Sector
In 2003 the Victorian government committed to rolling-out clinical ICT systems in all major Victorian hospitals by 2007. The Department of Health put forward a funding submission for HealthSMART that aspired to deliver a clinical ICT system that was well-integrated, was actively used in clinical practice and would improve the safety and efficiency of patient care. However, to date the HealthSMART clinical system has only been installed at four out of 19 health services and outside of the HealthSMART program, several health services have implemented clinical ICT systems at their own cost.
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VAGO
Clinical ICT Systems in the Victorian Public Health Sector
Electronic medical records (or EMRs) are expected to be accurate, timely and easily accessible. Clinical ICT systems provide the interface for clinicians to record, access and store patient information in electronic medical records.

The use of ICT systems to manage patient information has the potential to reduce the risk of medication error and to avoid patients being subjected to unnecessary or duplicated medical tests or interventions. However, the move from paper-based patient records to electronic systems is a major transformational effort that few health services around the world have successfully undertaken, demonstrating the complexity of this challenge.




Audit objectives and scope 5 

Objective 
Examined the effectiveness of a selection of clinical ICT systems 
rolled out across the Victorian public health sector (VPHS) and 
assessed whether intended benefits from these investments are 
being realised. 

Scope  
Specifically considered whether: 
• clinical ICT system roll outs have been appropriately planned and 

implemented 
• expected outcomes and benefits have been realised 
• the functionality of installed clinical ICT systems is likely to 

efficiently deliver interoperability across the VPHS and effectively 
align with national e-health initiatives. 
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The Victorian Auditor-General’s Office examined the overall HealthSMART program in 2008 but did not examine the clinical ICT component in detail, as it was still under-development. This audit examined the effectiveness of a selection of clinical ICT systems across the Victorian public health sector and assessed whether the intended benefits have been realised.

The audit examined whether: clinical ICT system roll-outs have been appropriately planned and implemented; expected outcomes and benefits have been realised; the functionality of the installed systems is likely to efficiently deliver inter-operability across the Victorian public health sector; and whether the systems effectively aligns with the national e-health initiative.




The audit examined the following agencies: 
 

 

Audit scope – continued 6 

30 October 2013  ▌ Clinical ICT systems in the Victorian Public Health Sector 

Department of Health 

HealthSMART sites Non-HealthSMART sites 

VAGO
Clinical ICT Systems in the Victorian Public Health Sector
The audit examined the  Department of Health; as well as the HealthSMART sites Austin Health, Eastern Health, Peninsula Health, The Royal Victorian Eye and Ear Hospital,; and the non-HealthSMART sites Alfred health, Barwon Health, Peter Mac and the Royal Children’s Hospital.





Conclusion  7 

The Department of Health (DH) failed to complete the 
implementation of Clinical ICT systems across 19 Victorian 
health services. 
 

The system has only been rolled-out to four health services, 
with only two of them fully implementing it. This is due to: 
• poor planning 
• an inadequate understanding of system requirements and 

change management. 
 

At three of the HealthSMART sites, evidence of a number of 
patient safety risks that have arisen due to the implementation 
of the clinical ICT system.  
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The Department of Health failed to complete the implementation of the HealthSMART clinical ICT system across all 19 health services as the project scope, cost and timelines were significantly underestimated.

It was clear that health services had worked hard to implement clinical ICT systems over many years and that clinicians are increasingly using and seeing the benefits, however, as with any transformational change there have been unexpected and unforeseen issues. The introduction of electronic medication ordering and management has been the most difficult component of the HealthSMART system. This process involves many native risks that can cause adverse patient outcomes and requires intensive training and supervision for clinicians.




Conclusion – continued  8 

• Although functionality is not directly equivalent, non-
HealthSMART sites have implemented clinical systems 
at a fraction of the cost of the four HealthSMART sites: 
• HealthSMART average site installation cost = $36.3 million 

(including DH overheads and other consulting costs) 
• Non-HealthSMART site average installation cost = $1.8 million 

 

• Clinical ICT systems in the Victorian public health sector do 
not currently enable patient data to be shared across 
hospitals—they operate as ‘disconnected islands’ 
 

• DH and health services are unable to report on the delivery 
of intended benefits or outcomes from clinical ICT systems. 
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To date, known costs have exceeded the original budget by 150% despite the significantly reduced scope of the project. The $145.3 million cost to date averages to $36.3 million for each of the four HealthSMART sites. While there are differences in the functionality of non-HealthSMART systems, the average cost of installation across the four sites that were reviewed was $1.8 million.

Non-HealthSMART systems have been supplied by different vendors under different hosting arrangements and differ in functionality and clinician usage. While they have enjoyed wide acceptance and support from clinical staff, the non-HealthSMART systems are not able to share patient data between health services. This compromises the original objective of the department to have a cohesive and integrated ICT system in which electronic medical records will be transparently available to all health services. The department and health services are not currently able to report on the delivery of benefits or outcomes resulting from clinical ICT systems and so the department is unable to evaluate the differences between HealthSMART and non-HealthSMART systems to determine which system represents the best value for money.




Findings – Planning and implementation   9 

• For HealthSMART, key changes in program 
scope and direction were not authorised by 
government. 
• i.e. reduction of roll out to four health services from 19 
 

• DH did not have effective financial oversight 
practices to monitor total expenditure:   
• DH does not know the total cost paid to the vendor 

because it does not monitor spending at health services 
• DH has not been able to assess value for money of one 

clinical ICT system versus another. 
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The planning and implementation by the department has not demonstrated an auditable trail of authorisation by government for key changes in program scope and direction. The department did not have effective financial monitoring and oversight practices to generate reliable and consistent data on expenditure and cannot determine the total cost paid to the vendor. 





Findings – Planning and implementation–continued  10 

• DH did not have effective governance and 
contract monitoring in place to ensure vendor 
performance: 
• high-level intervention was needed by the former 

secretary 
• no penalties to contractor for continued lateness. 
 

• DH has not effectively actioned recommendations 
from reviews conducted by this office in 2008 and 
the Ombudsman in 2011. 
• many issues with program were previously identified 
• gateway reviews conducted by DH were fragmentary. 
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There was not effective governance and monitoring of contracts to ensure vendor performance; and there has not been an appropriate level of action on recommendations from previous reviews conducted by the Auditor-General in 2008, and by the Ombudsman in 2011.




Findings – Clinical system functionality  11 

The HealthSMART clinical system has introduced new 
patient safety risks at three of the implementing hospitals.  
These include: 
• the 'encounter' issue—the clinical system considers the 

patient as ‘discharged’ when transferred from the emergency 
department to a ward, or from ward to ward. This causes 
discontinuity of patients’ electronic medical charts and orders 

• the complex prescription issue—clinicians can be confused 
when electronically prescribing or managing patient medication 

• printed electronic prescriptions being hand-amended—due 
to difficulties faced when using the system, some clinicians 
knowingly print out a wrong prescription and hand amend it 
with the correct medication/dosage.  
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There have been some potential risks to patient safety identified at some of the HealthSMART sites. The encounter issue is where the clinical system considers the patient to have been discharged when they have just changed locations within the hospital – for example, when the patient is transferred from an emergency department to a ward - this creates a discontinuity of care and clinician confusion, which could potentially result in missing prescribed medication or receiving an incorrect dose. The encounter issue was identified at two sites.

Another issue identified relates to the ordering and dispensing of complex prescriptions. Clinicians face difficulties when using the clinical system to administer complex drug prescriptions. Again, patients are at risk of either missing a prescribed dose or receiving an incorrect dose. This issue was identified at two sites.

A third issue identified relates to prescriptions printed by the clinical system being hand-amended by doctors. Due to the extensive medication list presented to doctors there has been occasions where an incorrect prescription is entered and printed, then manually overwritten by the doctor. This results in an inaccurate electronic medical record unless the pharmacist in the dispensary corrects the record to reflect the hand-written amendment. This issue was identified at one site.




Findings – Clinical system functionality – continued  12 

• Potential consequences of these issues include: 
• required medication could be missed or given twice 
• inaccurate electronic patient medical records. 
 

• Current manual workarounds to rectify these are 
‘inefficient, prone to error and are not fail-safe’. 
 

• These risks need careful and timely attention by 
the relevant health services: 
• three have received management letters by the  

Auditor-General and we will closely monitor their 
rectification progress. 
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There have been some manual workarounds that have been put in place at affected sites to minimise the potential consequences. However, the solutions are not failsafe, they increase administrative burden and they reduce the benefits realised from the use of technology.






Findings – Clinical system functionality – continued  13 

• At non-HealthSMART sites examined for the 
audit, clinical ICT systems have been 
incrementally developed, with strong clinician 
engagement. 
 

• These systems do not include inpatient 
medication functionality but have other 
functionalities that are not included in the 
HealthSMART system build.  
• For example, medical officer handover notes, operation 

notes, outpatient letters and e-forms. 
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Clinical ICT systems at non-HealthSMART sites, such as Barwon Health, Peter Mac, Alfred Health, and to a lesser extent, the Royal Children’s Hospital, are widely accepted and in daily use as part of normal clinical routines. Although none of these systems have inpatient medication functionality, there are other features not included in the HealthSMART system, such as medical officer handover notes, operation notes, outpatient letters and electronic forms.





Findings – Outcomes and benefits  14 

Some observed positive outcomes from the 
HealthSMART program include: 
• clinicians within the same health service can 

simultaneously view a patient’s electronic data during a 
shift handover, which is a major advance over paper files 

• the system has enabled HealthSMART sites to securely 
forward patient discharge summaries to GPs 

• the Australian Medication Terminology (AMT) catalogue for 
procedures and medications was developed to make the 
HealthSMART clinical system work properly in Australia 
• this work is potentially available for other Australian health services 

to use in their clinical system implementations. 
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There have been a number of benefits from the HealthSMART project. Clinicians within the same health service are now able to simultaneously access electronic medical records and patient data, which is a major advance over paper files. The system has also enabled the four HealthSMART sites to securely forward patient discharge summaries to General Practitioners, although Barwon Health, which is a non-HealthSMART site, also has this functionality. In addition, the Australian Medication Terminology catalogue has now been developed and is available for other Australian health services to use in their clinical ICT systems.




Findings – Outcomes and benefits – continued  15 

• Limited outcome and benefits realisation  
reviews have been undertaken by health 
services.  
• mainly anecdotal reviews or very narrow studies. 

 

• DH is not monitoring achievement of desired 
outcomes and is yet to report on any benefits 
realised from the program.  
• DH identified intended benefits from the HealthSMART 

system in 2007, however, health services found that 
these were neither relevant nor measurable.  
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Beyond these readily observable outcomes, the Department of Health is not monitoring the achievements of desired outcomes and is yet to report on the realisation of any benefits as there was no funding allocated to health services for the assessment of the achievements of the project.






Findings – Interoperability  16 

• In general, Victoria's health services are still 
highly reliant on paper records. 

• Isolated islands of data continue to exist among 
all health services and even among sites of the 
same health service. 

• None of the currently installed clinical ICT 
systems allow patients' clinical information to be 
efficiently shared across the Victorian public 
health sector.  
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Health services across Victoria are unable to access electronic medical records from other health services, despite the HealthSMART system stating that an objective of the project was that “the health system as a whole will be an integrated, cohesive and effective system”. Isolated pockets of data continue to exist among the HealthSMART sites which do not allow information to be shared elsewhere in the Victorian public health system and health services are still reliant on paper records. 




Findings – Interoperability–continued  17 

• This means that when patients are admitted in 
a Victorian public hospital, their clinical records 
from another public hospital are unable to be 
electronically accessed by attending clinicians. 
• they need to be faxed or sent by mail or courier, then 

re-scanned into the other clinical ICT system. 
 

• Of the eight health services examined for the 
audit, only two have a capacity to interface with  
the new Australia-wide Personally Controlled 
Electronic Health Record. 
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Without the ability to electronically share information between health services, hospitals must fax or mail electronic medical records to other public hospitals. Of the eight health services examined for the audit, only two have a capacity to interface with  the new Australia–wide Personally Controlled Electronic Health Record.






Recommendations summary 18 
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Accept 
That the Department of Health: 
• develop a comprehensive strategic plan for the development 

of electronic medical record or clinical systems across the 
Victorian public health sector. 

 

 
• conduct a review of its contract management, financial 

oversight and procurement practices for major ICT projects. 
 

 
• establish guidelines so that approved budgets and programs 

are followed and that any exceptions or revisions are 
appropriately documented. 

 

 
That the Department of Health and health services 
• follow DTF guidance for future clinical ICT investments and 

require comprehensive business cases, relevant and 
measurable performance indicators and clearly articulated 
benefits and outcomes. 

 

 
 

VAGO
Clinical ICT Systems in the Victorian Public Health Sector
The key recommendations of the report state that the Department of Health should undertake the following actions in light of these audit findings:
The department should develop a comprehensive strategic plan for the development of electronic medical records and clinical ICT systems across the Victorian public health sector.

The department should conduct a review of its procurement, contract management and financial oversight practices for major ICT projects. There needs to be more effective alignment of objectives with end-user needs; there needs to be more effective management of the timeliness and quality of vendor performance; there needs to be more effective monitoring of expenditure against the achievements of projects and the approved budget; and the benefits realisation and evaluation needs to be included in the project lifecycle.

The department should establish guidelines so that government approved project budgets, scope, and schedules are followed and that any expectations or revisions are documented and presented back to government.

Further recommendations were made for the department and for health services to follow the DTF guidance for future clinical ICT investments and require comprehensive business cases, relevant and measurable performance indicators and clearly articulated benefits and outcomes for the project. Any future ICT procurements should also be aligned to the key principles of Victoria’s ICT strategy and to ensure that appropriate expertise is available to plan and implement future clinical ICT development and change projects.
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Recommendations summary–continued Accept 
That the Department of Health conduct a standards-based 
assessment of clinical system functionalities across the Victorian 
public health sector. 

 

 
That the Department of Health and relevant HealthSMART sites 
urgently work to appropriately and effectively resolve the 
'encounter', 'complex prescriptions', pre-prepared discharge 
summaries and hand-amended prescription issues. 

 

 
 

That health services expedite mandatory and on-going training 
for clinicians in the use of clinical ICT systems.  
That the Department of Health: 

• report on the costs and benefits of the HealthSMART clinical 
system program.  

• seek a Gateway program review of the HealthSMART clinical 
system rollout.  

• identify options for health services to share relevant patient 
information.  

VAGO
Clinical ICT Systems in the Victorian Public Health Sector
The department and the four HealthSMART sites should expedite ongoing mandatory training for clinicians in the use of ICT systems. Priority should be given to the appropriate prescribing and administering of medication and any workarounds needed for known issues. They should also develop or review internal guidelines to ensure that electronic medical records are accurate throughout the patient journey.

Finally, the department should comprehensively review and publically report on the costs and benefits of the HealthSMART clinical ICT system. A Gateway program review should be sought to identify what outcomes have been achieved since 2003. Options should be identified for health services to effectively share relevant patient information through the development of a secure data exchange or messaging network.



Contact details 20 

 
 
 
For further information please contact: 
 
Victorian Auditor-General’s Office 
[p] 8601 7000 
[w] www.audit.vic.gov.au/about_us/contact_us.aspx 
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VAGO
Clinical ICT Systems in the Victorian Public Health Sector
All our reports are available on our website. 

If you have any questions about this or other reports, or if you have anything else you would like to discuss with us including ideas for future audit topics, please call us on 03 8601 7000 or contact us via our website.
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