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Presenter
Presentation Notes
The Auditor-General provides assurance to Parliament on the accountability and performance of the Victorian Public Sector. 

On 14 October 2014, the Auditor-General tabled his performance audit report, Emergency Response ICT Systems.
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I Background

Victorians rely on the state’s emergency services
organisations (ESO) for assistance during emergencies
and crisis incidents.

This audit considered the processes
and systems used from when an
emergency call is received by the
Emergency Services
Telecommunications Authority
(ESTA) until the successful dispatch
of an emergency responder unit.

Note: A future audit will examine dispatch to arrival at an incident.


Presenter
Presentation Notes
Victorians rely on the state’s emergency services organisations (ESO) for assistance during emergencies and crisis incidents, and expect a prompt and efficient response these services. 

To meet these demands, information and communications technology (ICT) systems need to be sufficiently reliable and available to make sure emergency services can operate effectively.

This audit considered the processes and systems used from when an emergency call is received by the Emergency Services Telecommunications Authority (ESTA), until the successful dispatch of an emergency responder unit.

Please note that future audits will examine dispatch to arrival at an incident.
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I Audit objective and scope

Objective

To determine whether emergency
response ICT systems were
meeting the service delivery
expectations of emergency
services organisations.

Scope

Eleven public sector agencies
including ESTA, all the
emergency services
organisations, as well as their
departments.



Presenter
Presentation Notes
The audit objective was to determine whether emergency response ICT systems were meeting the service delivery expectations of emergency services organisations.

The audit examined 11 public sector agencies including ESTA, all the emergency services organisations, as well as their portfolio departments. ESTA plays a critical role by answering emergency calls and dispatching the appropriate emergency responder to the scene of an incident.


http://www.google.com/imgres?imgurl=http://spec.com.au/wp-content/themes/cadabrapress/images-specs/photos/091230jn29.jpg&imgrefurl=http://www.spec.com.au/blog/2010/06/28/sw-air-ambulance-celebrates-its-first-anniversary/&h=232&w=350&tbnid=IqFdaopEsU5FwM:&zoom=1&docid=rhGBTn6tFTlFyM&ei=hU_xU6uaOc668gWA6ICIDw&tbm=isch&ved=0CEQQMyg8MDw4ZA&iact=rc&uact=3&dur=2179&page=6&start=150&ndsp=33
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l Conclusions

Service Delivery and Dispatch

 When all systems are working, ESTA
meets call-taking performance
standards.

« But, ETSA has consistently failed
to meet emergency ambulance
dispatch standards over the past
three years.

 Emergency services’ radio networks require attention.
ICT System Maintenance and Upgrade

« Difficult to see how ESTA can meet the expected growth in demand for
its services, given the limitations of some current ICT systems and the
available backup arrangements.


Presenter
Presentation Notes
We concluded that:
- When all systems are working, ESTA is meeting its call-taking performance standards but has consistently failed to meet its emergency ambulance dispatch standards over the past three years.
- Emergency services’ radio networks require attention.
- It is difficult to see how ESTA can meet the expected growth in demand for its services, which is currently at 3 per cent per annum. This is further compounded by the limitations of current ICT systems and the inadequacy of backup arrangements.
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I Findings — Meeting service delivery expectations .

 Emergency Management Victoria (EMV) should be
responsible for facilitating the interoperability of all
organisations involved in emergency response.

* Triple Zero call-taking, dispatch and emergency resource
management are effective during normal operations but is
unacceptable for emergency ambulance and Victoria State
Emergency Service dispatch.

« ESTA has difficulties meeting its dispatch performance
targets for emergency ambulance.
« The ambulance structured call-taking process is leading to delays

in dispatching ambulances during periods when ambulance
availability is limited.


Presenter
Presentation Notes
Under the Emergency Management Act 2013, Emergency Management Victoria (EMV) is responsible for major emergencies and for interoperability between ESOs. Organisations such as ESTA and Ambulance Victoria are not included in the Act, which makes EMV’s consultative role difficult. The audit recommends that EMV should be responsible for facilitating the interoperability of all organisations involved in emergency response. 

Triple Zero call-taking, dispatch and emergency resource management are effective during normal operations, but emergency ambulance and Victoria State Emergency Service dispatch performance is unacceptable.

ESTA is not meeting the day-to-day performance objectives for metropolitan emergency ambulance dispatches and is not issuing dispatch instructions within agreed time frames.
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I Findings — Dispatching and managing emergency resources.

pages
» Business rules need to be reviewed for ESTA
ambulance dispatchers.

* Need to select appropriate resources to dispatch and take
account of crew meal break procedures.

« ESTA's State Emergency
Communications Centres
should be classified as critical
national infrastructure
because of the consequence
of the loss of these facilities
on the state.



Presenter
Presentation Notes
Ambulance call-takers use a structured call-taking process to assess the appropriate type of response to an emergency. This can result in delays dispatching an ambulance, particularly during periods of low ambulance availability during compulsory meal breaks. ESTA’s business rules need to be reviewed to allow ambulance dispatchers more flexibility in issuing dispatch instructions, taking into account compulsory meal break procedures.

The three ESTA State Emergency Communications Centres (SECC) are critical to the emergency management process—if any of the centres or their ICT systems was to be destroyed, degraded or unavailable for an extended period, there would be a fundamental negative impact on the delivery and continuation of emergency service management in Victoria. The SECCs and their associated ICT systems should therefore be defined as critical national infrastructure.
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I Findings — Radio networks

Legacy rural radio network:
Not satisfactory.
Lack of security is a safety risk for police and community.

Police channels on the Metropolitan Mobile Radio (MMR)
network can become congested due to:

voice traffic volumes attributed to peak periods
railway station Protective Services Officer activity.

StateNet Mobile Radio (SMR) network used by all ESOs is
unsatisfactory when compared to MMR performance.

New Country Fire Authority digital radio network is meeting
operational requirements and should be extended to other
ESOs.


Presenter
Presentation Notes
Some emergency response radio systems have performance, reliability and availability limitations which are impacting operations.

The communications systems used for emergency management range from the latest digital technology to older analogue networks, which are mainly used in regional areas. 

The Metropolitan Mobile Radio (MMR) network performs well at a technical level but suffers from congestion on certain Victoria Police channels. This is due to the volume of voice traffic on these channels from operational police and protective services officers each evening. 

The StateNet Mobile Radio (SMR) network used by all rural emergency responders and the Victoria State Emergency Service is unsatisfactory when compared to the performance of the MMR network.

A newly introduced Country Fire Authority digital radio network is meeting operational requirements and should be extended to other ESOs.
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I Findings — Computer Aided Dispatch system (CAD) .

« ESTA’'s CAD has failed on several occasions.

 Resultant disruptions to its services.
 Manual card-based process is activated.

« ESTA backup systems for use during a CAD
system outage are inadequate.



Presenter
Presentation Notes
ESTA’s computer aided dispatch (CAD) system is a critical ICT system which holds all emergency service data and is a ‘single source of truth’, against which ESTA’s actual performance is measured. 

The CAD system has failed on several occasions. When it fails, ESTA dispatchers are unable to access vital information to assist them to develop dispatch instructions. The manual card-based backup process is inadequate and causes significant delays in the dispatch process.

Despite having funding approved two years ago, CAD is only now being upgraded because of previous industrial action at ESTA. 

On at least five occasions in the past 18 months, the CAD system has failed, leaving dispatchers without access to key information to make decisions. ESTA has activated a card-based backup system, which has resulted in significant delays in dispatching emergency units to the scene. 
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I Findings - ICT system maintenance and upgrade

CAD:

* Not been upgraded for several years.

« Failed on at least five occasions in past 18 months.

ESTA telecommunications network is out-dated.
*  Will not be supported beyond December 2015.

Projects to replace both systems are underway.

« QOutcomes should be reviewed once each project is
completed.


Presenter
Presentation Notes
The CAD system has not been upgraded for several years and has failed on at least five occasions in the past 18 months. This upgrade will improve the resilience of the infrastructure and network but will not enhance system operational capabilities. 

The ESTA telecommunications network, through which Triple Zero calls are received from Telstra, is out-dated and will not be supported beyond December 2015. A project to replace it is now commencing.

ESTA currently has two significant funded projects underway to improve the shortcomings of current systems.  
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I Recommendations n

1. That Emergency Management Victoria be responsible for v
facilitating the interoperability of all organisations involved
In emergency response, including the Emergency
Services Telecommunications Authority and Ambulance
Victoria.

2. That Emergency Services Telecommunications Authority v
includes Victoria State Emergency Service vehicle
capability details in the Computer Aided Dispatch system
database.

3. That Ambulance Victoria: v
» reassesses the current structured call-taking script
« develops a single structured call-taking script for Triple
Zero calls.


Presenter
Presentation Notes
The report made 10 recommendations aimed at addressing issues identified in the audit.
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I Recommendations - continued u

4. That Victoria Police implements the recommendations v
relating to protective services officers in the Service
Demand and Dispatcher Capacity Analysis dated
September 2013.

5. That Emergency Management Victoria novates the head v
contract for the StateNet Mobile Radio network to the
Emergency Services Telecommunications Authority.

6. That the Emergency Services Telecommunications v
Authority, assisted by the Inspector-General for
Emergency Management and responder agencies,
improves the process for changing call-taking and
dispatch procedures by comprehensively appraising the
costs, benefits and operational impacts of these changes
and agreeing a plan for their implementation with all
affected agencies.


Presenter
Presentation Notes
These recommendations are available in detail in the report.
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I Recommendations - continued u

/. That the Emergency Services Telecommunications v
Authority, assisted by Ambulance Victoria, reviews the
business rules to be applied by the Emergency Services
Telecommunications Authority ambulance dispatchers in
selecting appropriate resources for dispatching to events,
taking account of meal break procedures.

8. That the Emergency Services Telecommunications v
Authority reclassifies its State Emergency
Communications Centres as critical national infrastructure.


Presenter
Presentation Notes
All agencies involved in this audit have accepted their applicable recommendations. 
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I Recommendations - continued

10.

That the Emergency Services Telecommunications v
Authority critically reviews:
 the current Computer Aided Dispatch 9.1 upgrade
project against business case objectives, including
system and network reliability and system
redundancy, once the project is completed
« the ESTA Triple Zero telephony platform
telecommunications upgrade project against business
case objectives, including system and network
reliability once the project is completed.

That Emergency Management Victoria expedites the v
expansion of the Rural Mobile Radio network to all
emergency services organisations.


Presenter
Presentation Notes
The agencies have indicated specific courses of action in their responses.
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I Relevant previous and future reports n

Past audit

« (Obsolescence of Frontline ICT: Police and
Schools, tabled June 2012.

Future audit

 Emergency Service Response Times—will
examine emergency service response times from
a responder receiving an ESTA dispatch
instruction until arrival of the responder at the
scene.


Presenter
Presentation Notes
A previous related VAGO report was titled Obsolescence of Frontline ICT: Police and Schools, tabled in June 2012.  

We are undertaking a further audit this year titled Emergency Service Response Times, which will examine emergency service response times, from a responder receiving an ESTA dispatch instruction until arrival of the responder at the scene. This audit report will be tabled in May 2015.
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l Contact details u

For further information please contact:

Paul O’Connor
Sector Director, Information Systems Audit

[p] 8601 7123
[e] Paul.O’Connor@audit.vic.gov.au


Presenter
Presentation Notes
All our reports are available on our website. 

If you have any questions about this or other reports, or if you have anything else you would like to discuss with us including ideas for future audit topics, please call us on 03 8601 7000 or contact us via our website.
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I Photo attributions u

Slide 2: Photo courtesy of Emergency Services Telecommunications Authority.
Slide 3: Photo by VanderWolf Images/Shutterstock.com.

Slide 4: By Liamdavies (Own work) [CC-BY-SA-3.0
(http://creativecommons.org/licenses/by-sa/3.0)], via Wikimedia Commons.

Slide 6: Photo courtesy of Emergency Services Telecommunications Authority.

Slide 8: Photos courtesy of Emergency Services Telecommunications Authority.



	Slide Number 1
	Background
	Audit objective and scope
	Conclusions
	Findings – Meeting service delivery expectations
	Findings – Dispatching and managing emergency resources
	Findings – Radio networks
	Findings – Computer Aided Dispatch system (CAD)
	Findings – ICT system maintenance and upgrade
	Recommendations
	Recommendations – continued
	Recommendations – continued
	Recommendations – continued
	Relevant previous and future reports
	Contact details
	Photo attributions


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice





