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Presenter
Presentation Notes
The Auditor-General provides assurance to Parliament on the accountability and performance of the Victorian Public Sector. On 14 October 2014, the Auditor-General tabled his performance audit report, Emergency Response ICT Systems.



Background 2 

Victorians rely on the state’s emergency services 
organisations (ESO) for assistance during emergencies 
and crisis incidents.  
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This audit considered the processes 
and systems used from when an 
emergency call is received by the 
Emergency Services 
Telecommunications Authority 
(ESTA) until the successful dispatch 
of an emergency responder unit. 
 
Note: A future audit will examine dispatch to arrival at an incident. 

Presenter
Presentation Notes
Victorians rely on the state’s emergency services organisations (ESO) for assistance during emergencies and crisis incidents, and expect a prompt and efficient response these services. To meet these demands, information and communications technology (ICT) systems need to be sufficiently reliable and available to make sure emergency services can operate effectively.This audit considered the processes and systems used from when an emergency call is received by the Emergency Services Telecommunications Authority (ESTA), until the successful dispatch of an emergency responder unit.Please note that future audits will examine dispatch to arrival at an incident.



Audit objective and scope 3 

Objective 
To determine whether emergency 
response ICT systems were 
meeting the service delivery 
expectations of emergency 
services organisations. 
 
Scope 
Eleven public sector agencies 
including ESTA, all the 
emergency services 
organisations, as well as their 
departments. 
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Presenter
Presentation Notes
The audit objective was to determine whether emergency response ICT systems were meeting the service delivery expectations of emergency services organisations.The audit examined 11 public sector agencies including ESTA, all the emergency services organisations, as well as their portfolio departments. ESTA plays a critical role by answering emergency calls and dispatching the appropriate emergency responder to the scene of an incident.
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Conclusions 4 

Service Delivery and Dispatch 

• When all systems are working, ESTA  
meets call-taking performance 
standards. 

• But, ETSA has consistently failed  
to meet emergency ambulance  
dispatch standards over the past  
three years. 

• Emergency services’ radio networks require attention. 

ICT System Maintenance and Upgrade 

• Difficult to see how ESTA can meet the expected growth in demand for 
its services, given the limitations of some current ICT systems and the 
available backup arrangements. 
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Presentation Notes
We concluded that:- When all systems are working, ESTA is meeting its call-taking performance standards but has consistently failed to meet its emergency ambulance dispatch standards over the past three years.- Emergency services’ radio networks require attention.- It is difficult to see how ESTA can meet the expected growth in demand for its services, which is currently at 3 per cent per annum. This is further compounded by the limitations of current ICT systems and the inadequacy of backup arrangements.



Findings – Meeting service delivery expectations 5 

• Emergency Management Victoria (EMV) should be 
responsible for facilitating the interoperability of all 
organisations involved in emergency response.  

• Triple Zero call-taking, dispatch and emergency resource 
management are effective during normal operations but is 
unacceptable for emergency ambulance and Victoria State 
Emergency Service dispatch. 

• ESTA has difficulties meeting its dispatch performance 
targets for emergency ambulance.  
• The ambulance structured call-taking process is leading to delays 

in dispatching ambulances during periods when ambulance 
availability is limited. 
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Presenter
Presentation Notes
Under the Emergency Management Act 2013, Emergency Management Victoria (EMV) is responsible for major emergencies and for interoperability between ESOs. Organisations such as ESTA and Ambulance Victoria are not included in the Act, which makes EMV’s consultative role difficult. The audit recommends that EMV should be responsible for facilitating the interoperability of all organisations involved in emergency response. Triple Zero call-taking, dispatch and emergency resource management are effective during normal operations, but emergency ambulance and Victoria State Emergency Service dispatch performance is unacceptable.ESTA is not meeting the day-to-day performance objectives for metropolitan emergency ambulance dispatches and is not issuing dispatch instructions within agreed time frames.



Findings – Dispatching and managing emergency resources 6 

• Business rules need to be reviewed for ESTA 
ambulance dispatchers. 

• Need to select appropriate resources to dispatch and take 
account of crew meal break procedures. 
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• ESTA’s State Emergency 
Communications Centres 
should be classified as critical 
national infrastructure 
because of the consequence 
of the loss of these facilities 
on the state. 
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Presenter
Presentation Notes
Ambulance call-takers use a structured call-taking process to assess the appropriate type of response to an emergency. This can result in delays dispatching an ambulance, particularly during periods of low ambulance availability during compulsory meal breaks. ESTA’s business rules need to be reviewed to allow ambulance dispatchers more flexibility in issuing dispatch instructions, taking into account compulsory meal break procedures.The three ESTA State Emergency Communications Centres (SECC) are critical to the emergency management process—if any of the centres or their ICT systems was to be destroyed, degraded or unavailable for an extended period, there would be a fundamental negative impact on the delivery and continuation of emergency service management in Victoria. The SECCs and their associated ICT systems should therefore be defined as critical national infrastructure.



Findings – Radio networks 7 

• Legacy rural radio network: 
• Not satisfactory.  
• Lack of security is a safety risk for police and community. 

• Police channels on the Metropolitan Mobile Radio (MMR) 
network can become congested due to: 
• voice traffic volumes attributed to peak periods 
• railway station Protective Services Officer activity. 

• StateNet Mobile Radio (SMR) network used by all ESOs is 
unsatisfactory when compared to MMR performance. 

• New Country Fire Authority digital radio network is meeting 
operational requirements and should be extended to other 
ESOs. 
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Presentation Notes
Some emergency response radio systems have performance, reliability and availability limitations which are impacting operations.The communications systems used for emergency management range from the latest digital technology to older analogue networks, which are mainly used in regional areas. The Metropolitan Mobile Radio (MMR) network performs well at a technical level but suffers from congestion on certain Victoria Police channels. This is due to the volume of voice traffic on these channels from operational police and protective services officers each evening. The StateNet Mobile Radio (SMR) network used by all rural emergency responders and the Victoria State Emergency Service is unsatisfactory when compared to the performance of the MMR network.A newly introduced Country Fire Authority digital radio network is meeting operational requirements and should be extended to other ESOs.



Findings – Computer Aided Dispatch system (CAD) 8 

• ESTA’s CAD has failed on several occasions.  
• Resultant disruptions to its services. 
• Manual card-based process is activated. 

• ESTA backup systems for use during a CAD 
system outage are inadequate. 
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Presenter
Presentation Notes
ESTA’s computer aided dispatch (CAD) system is a critical ICT system which holds all emergency service data and is a ‘single source of truth’, against which ESTA’s actual performance is measured. The CAD system has failed on several occasions. When it fails, ESTA dispatchers are unable to access vital information to assist them to develop dispatch instructions. The manual card-based backup process is inadequate and causes significant delays in the dispatch process.Despite having funding approved two years ago, CAD is only now being upgraded because of previous industrial action at ESTA. On at least five occasions in the past 18 months, the CAD system has failed, leaving dispatchers without access to key information to make decisions. ESTA has activated a card-based backup system, which has resulted in significant delays in dispatching emergency units to the scene. 



Findings – ICT system maintenance and upgrade 9 

CAD: 
• Not been upgraded for several years. 

• Failed on at least five occasions in past 18 months. 

ESTA telecommunications network is out-dated. 
• Will not be supported beyond December 2015. 

Projects to replace both systems are underway. 
• Outcomes should be reviewed once each project is 

completed. 
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Presenter
Presentation Notes
The CAD system has not been upgraded for several years and has failed on at least five occasions in the past 18 months. This upgrade will improve the resilience of the infrastructure and network but will not enhance system operational capabilities. The ESTA telecommunications network, through which Triple Zero calls are received from Telstra, is out-dated and will not be supported beyond December 2015. A project to replace it is now commencing.ESTA currently has two significant funded projects underway to improve the shortcomings of current systems.  



Recommendations 10 
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Accept  
1. That Emergency Management Victoria be responsible for 

facilitating the interoperability of all organisations involved 
in emergency response, including the Emergency 
Services Telecommunications Authority and Ambulance 
Victoria. 

 

2. That Emergency Services Telecommunications Authority 
includes Victoria State Emergency Service vehicle 
capability details in the Computer Aided Dispatch system 
database. 

 

3. That Ambulance Victoria:  
• reassesses the current structured call-taking script   
• develops a single structured call-taking script for Triple 

Zero calls. 

 

Presenter
Presentation Notes
The report made 10 recommendations aimed at addressing issues identified in the audit.



Recommendations – continued 11 
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Accept  
4. That Victoria Police implements the recommendations 

relating to protective services officers in the Service 
Demand and Dispatcher Capacity Analysis dated 
September 2013. 

 

5. That Emergency Management Victoria novates the head 
contract for the StateNet Mobile Radio network to the 
Emergency Services Telecommunications Authority. 

 

6. That the Emergency Services Telecommunications 
Authority, assisted by the Inspector-General for 
Emergency Management and responder agencies, 
improves the process for changing call-taking and 
dispatch procedures by comprehensively appraising the 
costs, benefits and operational impacts of these changes 
and agreeing a plan for their implementation with all 
affected agencies. 

 

Presenter
Presentation Notes
These recommendations are available in detail in the report.



Recommendations – continued 12 
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Accept  
7. That the Emergency Services Telecommunications 

Authority, assisted by Ambulance Victoria, reviews the 
business rules to be applied by the Emergency Services 
Telecommunications Authority ambulance dispatchers in 
selecting appropriate resources for dispatching to events, 
taking account of meal break procedures. 

 

8. That the Emergency Services Telecommunications 
Authority reclassifies its State Emergency 
Communications Centres as critical national infrastructure.  

 

Presenter
Presentation Notes
All agencies involved in this audit have accepted their applicable recommendations. 
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Accept  
9. That the Emergency Services Telecommunications 

Authority critically reviews:  
• the current Computer Aided Dispatch 9.1 upgrade 

project against business case objectives, including 
system and network reliability and system 
redundancy, once the project is completed  

• the ESTA Triple Zero telephony platform 
telecommunications upgrade project against business 
case objectives, including system and network 
reliability once the project is completed. 

 

10. That Emergency Management Victoria expedites the 
expansion of the Rural Mobile Radio network to all 
emergency services organisations. 

 

Presenter
Presentation Notes
The agencies have indicated specific courses of action in their responses.



Relevant previous and future reports 14 

Past audit 
• Obsolescence of Frontline ICT: Police and 

Schools, tabled June 2012.   
 
Future audit 
• Emergency Service Response Times—will 

examine emergency service response times from 
a responder receiving an ESTA dispatch 
instruction until arrival of the responder at the 
scene. 
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Presenter
Presentation Notes
A previous related VAGO report was titled Obsolescence of Frontline ICT: Police and Schools, tabled in June 2012.  We are undertaking a further audit this year titled Emergency Service Response Times, which will examine emergency service response times, from a responder receiving an ESTA dispatch instruction until arrival of the responder at the scene. This audit report will be tabled in May 2015.



Contact details 15 

 
 
 
For further information please contact: 
 
Paul O’Connor 
Sector Director, Information Systems Audit 
[p] 8601 7123 
[e] Paul.O’Connor@audit.vic.gov.au 
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Presenter
Presentation Notes
All our reports are available on our website. If you have any questions about this or other reports, or if you have anything else you would like to discuss with us including ideas for future audit topics, please call us on 03 8601 7000 or contact us via our website.



Photo attributions 16 

Slide 2: Photo courtesy of Emergency Services Telecommunications Authority. 

Slide 3: Photo by VanderWolf Images/Shutterstock.com. 

Slide 4: By Liamdavies (Own work) [CC-BY-SA-3.0 
(http://creativecommons.org/licenses/by-sa/3.0)], via Wikimedia Commons.  

Slide 6: Photo courtesy of Emergency Services Telecommunications Authority. 

Slide 8: Photos courtesy of Emergency Services Telecommunications Authority. 
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