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Foreword

This guide has been developed to assist organisations with identifying areas for improvement regarding their information and 

communications technology (ICT) controls. It draws on the work undertaken in ICT controls-based audits across the 

Victorian public sector. It is designed to promote more robust practices and to enhance the ICT control environments at 

public sector organisations. ICT controls should form part of each organisations’ broader security considerations, that 

should address both internal and external threats and risks. This guide does not replace the standards and guidelines which 

Victorian public sector organisations must comply with, but rather it complements them.  

Public sector organisations are encouraged to assess their ICT control environments against this better practice guide, and 

use the results to improve their practices. 

Dr Peter Frost

Acting Auditor-General

February 2016

Information and Communications 

Technology Controls Guide
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The importance of ICT controls

Public sector organisations increasingly use complex and 

interconnected ICT systems to deliver services to Victorians, 

and therefore it is vital that they have effective and appropriate 

controls in place. A conceptual example is illustrated below.

ICT systems

An ICT system is a collection of computer hardware and 

programs that work together to support business and 

operational processes. ICT systems are primarily made up of 

three core components: 

• Operating system—core programs that run on the ICT 

hardware that enable other programs to work. Examples 

of operating systems include Microsoft Windows, Unix 

and IBM OS/400. 

• Databases—programs that organise and store data. 

Examples of database software include Oracle database 

and Microsoft SQL Server. 

• Applications—programs that deliver business and 

operational requirements. Examples of applications 

include Oracle E-business suite, SAP and TechnologyOne. 

These components are typically supported by an 

organisation’s network infrastructure. 

ICT controls

ICT controls are policies, procedures and activities put in 

place by an organisation to ensure the confi dentiality, integrity 

and availability of its ICT systems and data.

ICT controls include the establishment and adherence to 

appropriate structures for managing:

• organisational governance

• system security

• ICT operations and architecture

• change and release

• system development and implementation 

• backup and recovery.
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Organisational governance

Industry / recommended practice
[control] Practice met Action plan Target date

The organisation is aware of its current and 

upcoming ICT compliance obligations, where 

applicable. 

(e.g. Victorian Protective Data Security 

Standards, Australian Government Information 

Security Manual (ISM), ISO/IEC 27001 - 

Information security management, Payment Card 

Industry Data Security Standard (PCI-DSS) etc.)

 Yes

 Partially

 No

The organisation has appropriate and detailed 

strategies, policies, procedures and 

standards in place that:

• provide guidance on the management of its 

ICT operations and processes

• adhere to compliance requirements and/or 

include robust standards.

 Yes

 Partially

 No

The organisation’s strategies, policies, 

procedures and standards include, but are not 

limited to, coverage over:

• ICT security management

• user access management

• patch management  

• change and release management

• network operations, auditing and monitoring 

management

• backup and disaster recovery management.

 Yes

 Partially

 No

The organisation’s strategies, policies, 

procedures and standards are:

• approved by senior management 

• reviewed periodically to ensure they remain 

current and applicable. 

 Yes

 Partially

 No

The organisation has current contracts in place 

with its ICT vendors and service providers.

 Yes

 Partially

 No
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Organisational governance – continued

Industry / recommended practice
[control] Practice met Action plan Target date

All ICT risks to the organisation and/or 

instances of noncompliance with its policy 

requirements are rated and included in a risk 

register.  Also:

• action plans and owners are assigned to 

each risk

• the risk register is reviewed periodically.

 Yes

 Partially

 No

An ICT Steering Committee (or equivalent) 

convenes periodically to oversee the 

organisation’s strategic initiatives, operations, 

and the ongoing management and mitigation of 

its risks. 

This group is also an escalation point as part of 

the organisation’s incident management process. 

 Yes

 Partially

 No

System security System security 

ICT systems refer to any technical utilities that hosts, maintains, and/or transmits data. These include, but are not limited to 

applications, databases, operating systems, networks and hardware.

Industry / recommended practice
[control] Practice met Action plan Target date

Password and account lockout settings for 

access to ICT systems are implemented in 

accordance with the organisation’s policies and 

compliance requirements (where applicable).

These requirements are enforceable over all 

accounts.

 Yes

 Partially

 No

Access to ICT system and data are 

appropriately restricted. In particular:

• privileged access is limited to only user, 

system and service accounts requiring this 

access in line with their current roles

• system and service accounts are confi gured 

to be non interactive (i.e. these accounts 

cannot be used to log in to the system).

 Yes

 Partially

 No

User onboarding—access to the system is 

confi gured in line with the user’s current role, and 

authorised by appropriate management prior to it 

being provided to the user.

 Yes

 Partially

 No
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System security – continued

ICT systems refer to any technical utilities that hosts, maintains, and/or transmits data. These include, but are not limited to 

applications, databases, operating systems, networks and hardware.

Industry / recommended practice
[control] Practice met Action plan Target date

User offboarding—access to the system is 

removed at the point at which the user no longer 

requires access, or terminates their employment 

with the organisation.

 Yes

 Partially

 No

Formal user access reviews for the system 

are conducted periodically, and signed off by an 

appropriate management representative.

 Yes

 Partially

 No

Active user IDs and system accounts are 

uniquely identifi able and can be attributed to 

an appropriate user, system or service.

 Yes

 Partially

 No

When a shared account is used, accountability 

over the use of it can be effectively attributed to a 

specifi c user.

 Yes

 Partially

 No

Audit logs for privileged account activities, 

sensitive operations and processes are 

maintained and appropriately restricted.

 Yes

 Partially

 No

Audit logs for privileged account activities, 

sensitive operations and processes are 

periodically reviewed, particularly to detect 

anomalous activity.

 Yes

 Partially

 No

Patches and fi rmware are applied to ensure 

that the ICT system is appropriately maintained in 

line with organisational requirements and the 

vendor’s recommendations.

 Yes

 Partially

 No

ICT operations and architecture 

Industry / recommended practice
[control] Practice met Action plan Target date

The organisation is subject to periodic internal 

and external facing penetration tests, 

compliance assessments, and ICT security 

audits. The results of these initiatives are 

included in the risk register.

 Yes

 Partially

 No

The organisation’s network is appropriately 

segmented both internally and from external 

traffi c (e.g. through the implementations of 

fi rewall-type technologies, demilitarised zones).

 Yes

 Partially

 No
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ICT operations and architecture – continued

Industry / recommended practice
[control] Practice met Action plan Target date

Organisation-wide network monitoring, 

analysis, management and security 

solutions are in place, appropriately confi gured 

and maintained, and actively monitored. These 

include:

• systems operations management utilities

• intrusion detection and prevention systems 

(IDPS)

• anti-virus and malware solutions—installed on 

all systems

• mail and web threat protection solutions

• data loss prevention (DLP) solution.

 Yes

 Partially

 No

Business and system data is protected in transit 

and at rest by robust encryption technologies 

(e.g. web application-based traffi c, database and 

network repository content).

 Yes

 Partially

 No

Insecure, unused, and non-required system 

services and ports are disabled throughout the 

environment (e.g. Telnet and File Transfer 

Protocol).

 Yes

 Partially

 No

Key interfaces are monitored to ensure the 

completeness and integrity of data.

 Yes

 Partially

 No

Access to view and modify interfaces and 

batch job schedules is restricted to 

authorised personnel. This access is periodically 

reviewed.

 Yes

 Partially

 No

Changes to interfaces and batch job 

schedules are subject to the change 

management process.

 Yes

 Partially

 No

End-user computers have ‘locked-down’ 

builds, which restrict users from performing 

privileged operations within the network.

Similarly, users are not assigned local 

administrator access to their workstations.

 Yes

 Partially

 No

The data centre (server room) is 

appropriately equipped, managed, 

monitored and secured. 

Access to this environment is restricted only to 

personnel who require it, and is reviewed 

periodically. 

 Yes

 Partially

 No
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Change and release 

Industry / recommended practice
[control] Practice met Action plan Target date

All changes to the organisation’s systems 

(including emergency and patch-related 

changes) are performed in accordance with its 

policies and compliance requirements.

These requirements are enforceable over all 

systems.

 Yes

 Partially

 No

A centralised change management 

repository is in place, where all changes to the 

organisation’s systems are logged. 

 Yes

 Partially

 No

Production systems are appropriately 

segregated from non-production systems (e.g. 

development and test).

 Yes

 Partially

 No

Access to modify the production systems is 

restricted only to personnel who support it as 

part of their current role. 

In particular, personnel who develop proposed 

solutions do not have access to the production 

systems.

 Yes

 Partially

 No

Changes to systems are appropriately 

approved prior to any development activities 

being initiated.

 Yes

 Partially

 No

All proposed solutions are subject to formal 

and robust acceptance testing, prior to being 

implemented into production. These include unit, 

system, and user acceptance testing.

 Yes

 Partially

 No

Only appropriately approved changes are 

implemented into the production environment.

 Yes

 Partially

 No

Formal post-implementation testing is 

undertaken to confi rm that the changes 

introduced into production appropriately satisfi ed 

the business requirements, and also did not 

negatively impact current system functionality 

and performance.

 Yes

 Partially

 No

A confi guration management database 

(CMDB) has been established. 

All modifi cations to confi guration items are 

attributed to an appropriately authorised change 

request.

 Yes

 Partially

 No
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System development and implementation 

The list below is high level only. Refer to VAGO’s ‘Investing Smarter in Public Sector ICT better practice guide’ for further detail.

Industry / recommended practice
[control] Practice met Action plan Target date

Business requirements are defi ned for all 
new system developments and 
implementations. Requirements are reviewed 

and approved by the appropriate management.

 Yes

 Partially

 No

System technical requirements are defi ned 

for all new system developments and 
implementations.  

Requirements are reviewed and approved by the 

appropriate management.

 Yes

 Partially

 No

Data conversion mapping and testing is 

performed for new program developments 

and implementations to ensure all data is 

converted completely and accurately.

 Yes

 Partially

 No

New systems and major enhancements are 

approved prior to being migrated into 

production.

 Yes

 Partially

 No

Appropriate test planning and test execution 

is performed for all new program 

developments. Implementations are completed 

by the appropriate personnel and occur 

subsequent to appropriate acceptance testing.

 Yes

 Partially

 No

System issues are identifi ed, reviewed by 

management and resolved in a timely fashion.

 Yes

 Partially

 No
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Backup and recovery

Industry / recommended practice
[control] Practice met Action plan Target date

The organisation’s backup and recovery 

operations over all of its systems are performed 

in accordance with its policies and compliance 

requirements. This guidance is formally 

documented and details backup scope, 

schedules, frequency, retention and testing 

requirements.

 Yes

 Partially

 No

The success of data backups is monitored. 

Appropriate personnel are alerted in all instances 

of incomplete or failed backups, and such events 

are subject to the organisation’s incident and 

escalation management process.

 Yes

 Partially

 No

The ability to effectively recover 

organisational data from backups is 

periodically tested.

 Yes

 Partially

 No

An ICT disaster recovery plan is in place for 

all organisational systems and aligns with the 

organisation’s business continuity planning 

arrangements. The prioritisation of ICT systems 

is based on a business impact assessment.

 Yes

 Partially

 No

ICT disaster recovery plans and strategies 

for all systems are tested periodically. 

Remediation actions identifi ed by testing 

initiatives are tracked and monitored.

 Yes

 Partially

 No

Further references and resources

Further guidance on ICT controls and practices is available through resources such as those below:

• Victorian Protective Data Security Standards – www.cpdp.vic.gov.au

• The Australian Government Information Security Manual – www.asd.gov.au/infosec/ism

• Control Objectives for Information and Related Technology (COBIT) – cobitonline.isaca.org

• Information Technology Infrastructure Library (ITIL) – www.itsmf.org.au/?page=ITILInfrastructure

• ISO/IEC 27001 - Information security management – www.iso.org/iso/home/standards/management-standards/

iso27001.htm

• Payment Card Industry Data Security Standard (PCI DSS) – www.pcisecuritystandards.org/index.php

• VAGO Investing Smarter in Public Sector ICT better practice guide – www.audit.vic.gov.au/reports__publications/

reports_by_year/2008/20080730_ict_bpg.aspx 

9


	Foreword
	The importance of ICT controls
	ICT controls checklist
	Organisational governance
	System security
	ICT operations and architecture
	Change and release
	System development and implementation
	Backup and recovery



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


	action plan 1: 
	action plan 2: 
	action plan 3: 
	action plan 4: 
	action plan 5: 
	action plan 6: 
	action plan 7: 
	action plan 8: 
	action plan 9: 
	action plan 10: 
	action plan 11: 
	action plan 12: 
	action plan 13: 
	action plan 14: 
	action plan 15: 
	action plan 16: 
	action plan 17: 
	action plan 18: 
	action plan 19: 
	action plan 20: 
	action plan 21: 
	action plan 22: 
	action plan 23: 
	action plan 24: 
	action plan 25: 
	action plan 26: 
	action plan 27: 
	action plan 28: 
	action plan 29: 
	action plan 30: 
	action plan 31: 
	action plan 32: 
	action plan 33: 
	action plan 34: 
	action plan 35: 
	action plan 36: 
	action plan 37: 
	action plan 38: 
	action plan 39: 
	action plan 40: 
	action plan 41: 
	action plan 42: 
	action plan 43: 
	action plan 44: 
	action plan 45: 
	action plan 46: 
	action plan 47: 
	Target date 1: 
	Target date 2: 
	Target date 3: 
	Target date 4: 
	Target date 5: 
	Target date 6: 
	Target date 7: 
	Target date 8: 
	Target date 9: 
	Target date 10: 
	Target date 11: 
	Target date 12: 
	Target date 13: 
	Target date 14: 
	Target date 15: 
	Target date 16: 
	Target date 17: 
	Target date 18: 
	Target date 19: 
	Target date 20: 
	Target date 21: 
	Target date 22: 
	Target date 23: 
	Target date 24: 
	Target date 25: 
	Target date 26: 
	Target date 27: 
	Target date 28: 
	Target date 29: 
	Target date 30: 
	Target date 31: 
	Target date 32: 
	Target date 33: 
	Target date 34: 
	Target date 35: 
	Target date 36: 
	Target date 37: 
	Target date 38: 
	Target date 39: 
	Target date 40: 
	Target date 41: 
	Target date 42: 
	Target date 43: 
	Target date 44: 
	Target date 45: 
	Target date 46: 
	Target date 47: 
	Check Box1: Off
	Check Box2: Off
	Check Box3: Off
	Check Box4: Off
	Check Box5: Off
	Check Box6: Off
	Check Box7: Off
	Check Box8: Off
	Check Box9: Off
	Check Box10: Off
	Check Box11: Off
	Check Box12: Off
	Check Box13: Off
	Check Box14: Off
	Check Box15: Off
	Check Box16: Off
	Check Box17: Off
	Check Box18: Off
	Check Box19: Off
	Check Box20: Off
	Check Box21: Off
	Check Box22: Off
	Check Box23: Off
	Check Box24: Off
	Check Box25: Off
	Check Box26: Off
	Check Box27: Off
	Check Box28: Off
	Check Box29: Off
	Check Box30: Off
	Check Box31: Off
	Check Box32: Off
	Check Box33: Off
	Check Box34: Off
	Check Box45: Off
	Check Box57: Off
	Check Box56: Off
	Check Box55: Off
	Check Box54: Off
	Check Box53: Off
	Check Box52: Off
	Check Box51: Off
	Check Box50: Off
	Check Box49: Off
	Check Box48: Off
	Check Box47: Off
	Check Box46: Off
	Check Box44: Off
	Check Box42: Off
	Check Box41: Off
	Check Box43: Off
	Check Box40: Off
	Check Box39: Off
	Check Box38: Off
	Check Box37: Off
	Check Box36: Off
	Check Box35: Off
	Check Box58: Off
	Check Box59: Off
	Check Box60: Off
	Check Box61: Off
	Check Box62: Off
	Check Box63: Off
	Check Box64: Off
	Check Box65: Off
	Check Box66: Off
	Check Box67: Off
	Check Box68: Off
	Check Box69: Off
	Check Box70: Off
	Check Box71: Off
	Check Box72: Off
	Check Box73: Off
	Check Box74: Off
	Check Box75: Off
	Check Box76: Off
	Check Box77: Off
	Check Box78: Off
	Check Box79: Off
	Check Box80: Off
	Check Box81: Off
	Check Box82: Off
	Check Box83: Off
	Check Box84: Off
	Check Box85: Off
	Check Box86: Off
	Check Box87: Off
	Check Box88: Off
	Check Box89: Off
	Check Box90: Off
	Check Box91: Off
	Check Box92: Off
	Check Box93: Off
	Check Box94: Off
	Check Box95: Off
	Check Box96: Off
	Check Box97: Off
	Check Box98: Off
	Check Box99: Off
	Check Box100: Off
	Check Box101: Off
	Check Box102: Off
	Check Box103: Off
	Check Box104: Off
	Check Box105: Off
	Check Box106: Off
	Check Box107: Off
	Check Box108: Off
	Check Box109: Off
	Check Box110: Off
	Check Box111: Off
	Check Box112: Off
	Check Box113: Off
	Check Box114: Off
	Check Box115: Off
	Check Box116: Off
	Check Box117: Off
	Check Box118: Off
	Check Box119: Off
	Check Box120: Off
	Check Box121: Off
	Check Box122: Off
	Check Box123: Off
	Check Box124: Off
	Check Box125: Off
	Check Box126: Off
	Check Box127: Off
	Check Box128: Off
	Check Box129: Off
	Check Box130: Off
	Check Box131: Off
	Check Box132: Off
	Check Box133: Off
	Check Box134: Off
	Check Box135: Off
	Check Box136: Off
	Check Box137: Off
	Check Box138: Off
	Check Box139: Off
	Check Box140: Off
	Check Box141: Off


