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Audit overview

The public sector does not have a good track record in planning and implementing
information and communications technology (ICT) initiatives. The 2003
HealthSMART program, which aimed to introduce mandated clinical ICT
applications throughout the public health sector, is an example of how the then
Department of Health (DH) did not plan and implement significant health ICT
projects effectively.

A mandatory participation policy was in place under HealthSMART. This policy
required Victorian health services to either procure a state-mandated clinical ICT
system if they wished to receive state funding, or seek an exemption from DH.
After the closure of the HealthSMART program in 2012, decisions on clinical ICT
systems development and implementation were devolved to each public health
service.

Our 2013 report, Clinical ICT Systems in the Victorian Public Health Sector (the
2013 report) noted the significant benefits of electronic medical records (EMR),
which allow public health services to effectively and efficiently share patient
information.

In the 2013 report, we recommended that DH prepare a comprehensive strategic
plan for EMR or clinical ICT systems in the public health sector. The 2013 report
also recommended that DH carry out a comprehensive and standards-based
assessment of clinical ICT system functions in the sector.

In 2016, a review was conducted of the current systems in the Department of
Health and Human Services (the department) for governance and assurance of
quality and safety in hospitals. The report Targeting Zero: Supporting the Victorian
hospital system to eliminate avoidable harm and strengthen quality of care,
released in October 2016, confirmed the need for integrated clinical ICT systems
to allow patient information to be shared, to increase safety and the quality of care
that hospitals provide.

In May 2016, the government set out its overall ICT strategy in Information
Technology Strategy: Victorian Government 2016—2020 (the government’s ICT
strategy) to guide ICT design, planning and investment in entities the government
funds.

Role of the Department of Health and Human Services

The department is responsible for developing sector-wide ICT standards, programs
and guidance. An important objective of this work is to ensure the sector’s clinical
ICT initiatives are consistent with the state’s health ICT strategy.
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Audit overview

A health services board oversees and manages each health service to ensure that
it complies with the Health Services Act 1988 and achieves the health service’s
objectives.

The department has recently changed how it engages with health services on ICT

matters. It has strengthened governance arrangements to oversee ICT

developments, and is collaborating and coordinating better with health services.

To help achieve this, the department:

. appointed a Health Chief Information Officer in late 2015 to lead the
department’s Digital Health branch

. created three new Digital Health business units—Governance and Reporting,
Sector Projects and Sector Planning

. shifted focus from working mainly with health services that use
state-mandated clinical systems under HealthSMART to working with and
supporting the whole sector

. established two new committees in 2016—the Digital Health Strategic
Advisory Committee and the Health Technology Solutions Client Advisory
Committee—to better support health services in making decisions about
ICT investments

. is working towards strengthening cyber security in the public health sector
. is helping health services apply for state funding for EMR systems
. is requesting state funding for a statewide digital health identifier—a system

for uniquely identifying healthcare providers, healthcare organisations and
individuals receiving healthcare.

Health ICT framework and strategy

The department published two key strategic documents on health ICT after
HealthSMART ended in 2012,

In October 2014, DH released the Statewide Health ICT Strategic Framework (the
Framework), which set out a vision of ‘Connected knowledge to ensure your best
possible health’. It included 16 action items for the department to implement in
2014-15. After the change of government in November 2014, the department
republished the Framework in January 2015 with no change in content.

In November 2016, the Minister for Health approved Digitising Health: How
information and communications technology will enable person-centred health and
wellbeing within Victoria (Digitising Health). Its strategic themes, guiding principles
and building blocks are largely consistent with the Framework.

Funding for health ICT

There is no recurrent funding stream for public health services’ ICT capital
investment and maintenance costs. For health ICT investments, health services
must bid for funding through government funding programs or the State Budget
process. Health services can also raise funds by redirecting internal funds, selling
assets, or conducting other fundraising activities.
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Audit overview

Since 2012, the department has managed three ICT funding programs for the

sector:

. Victorian Innovation, eHealth and Communications Technology Fund
(ICT Innovation Fund)—a $50 million fund the department set up to support
digital innovation in the health sector and related ICT projects, including
system and software upgrades and installations

. Clinical Service Hardware Replacement program—a $10 million program
funded in the 2015-16 State Budget to replace clinical service hardware that
is at the highest risk of failing

. a $40 million fund set up by the department in 2016 to fund the digital
technology projects identified in Digitising Health for 2016-17, 2017-18 and
2018-19.

Scope of this audit

In this audit, we examined the effectiveness of ICT strategic planning in the public

health sector. We assessed:

. the alignment of the Framework and Digitising Health with the objectives and
priorities of the government’s ICT strategy

. how effectively the department implemented the Framework

. whether the department provides clear leadership and direction to public
health services to inform their ICT strategic planning, particularly for clinical
ICT systems.

We also looked at the effectiveness of ICT strategic planning processes at four
selected public health services (the four health services)—Ballarat Health Services
(BHS), Eastern Health (EH), Melbourne Health (MH) and Northern Health (NH).

Conclusion

Since late 2015, the department has been improving its leadership and support
for public health services, including through the release of the November 2016
Digitising Health Strategy. The department’s recent initiatives show that it is
committed to better engaging the sector and planning more effectively for
integrated clinical ICT systems.

However, further work is required from the department to fully and effectively
implement the Framework. Strategic planning at a local level also requires
strengthening.

The department has not completed all of the actions it committed to in the 2014
Framework, with four of its 16 actions requiring further work. It also has not
effectively monitored its activities through a governance body. There is therefore
limited assurance that the department’s actions and the overall Framework have
had the desired impact.
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Audit overview

The department’s investment decisions have not been informed by a
comprehensive understanding of clinical ICT maturity or an ICT assets inventory
for the sector. The department has not developed eligibility and selection criteria for
health ICT projects to be funded through the Health Projects Fund. It has also not
required assessment of benefits realisation as a specific condition of funding for
health ICT projects.

At the local level, two of the audited health services have weaknesses in their ICT
strategic planning processes. The four health services’ ICT strategic plans do not
refer to the Framework. We note that the department wrote to all public health
services in late November 2016 informing them that local ICT strategies need to
refer to Digitising Health.

Overall, this means there is little assurance that government funding is being
directed to addressing the most critical health ICT needs, or that statewide
interoperability of clinical ICT systems will be achieved.

Findings

Department of Health and Human Services

Alignment with the government’s ICT strategy

The strategic themes and initiatives in the Framework and Digitising Health are
largely in line with the four priorities of the government’s ICT strategy—digital
opportunity, information and data reform, technology reform, and capability uplift.

Progress with actions in the Framework

The Framework included 16 actions for the department. When completed
effectively, these actions should provide a sound basis for the department to
implement its statewide health ICT strategy.

There has been no governance body to oversee the implementation of the
16 action items and no system in place to evaluate whether the Framework is
achieving its objectives.

Two of the 16 actions are ongoing tasks with no set completion date. The
remaining 14 action items had completion dates between September 2014 and
June 2015. The department has implemented 10 of these actions. The other four
actions require further work.

Support for ICT investment decision-making

The department has yet to develop a framework to evaluate the effectiveness of
the Digital Health Strategic Advisory Committee and the Health Technology
Solutions Client Advisory Committee in supporting health services to make
decisions about ICT investments.
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Audit overview

Health ICT project assurance framework

The department has set up a health ICT project assurance framework (the

assurance framework) for projects funded through the ICT Innovation Fund, and for

other projects of $1 million or more that the department funds or co-funds. The aim

is to ensure that:

. project outcomes are achieved within time lines and budget, as indicated in
the project business case

. risks and issues are identified promptly and remedial actions are taken where
required.

Applying the assurance framework using a threshold based on the project’s cost
does not adequately recognise the potentially complex nature of health ICT
projects of less than $1 million.

The assurance framework is also not supported by a guidance document that
clarifies how assurance requirements can be applied to projects considered low
cost or low risk.

Capability and maturity of health sector ICT

Despite the recommendation in our 2013 report, the department has not completed
its assessment of the capability and maturity of the health sector’s ICT applications
and infrastructure. The assessments undertaken to date are not comprehensive
and do not produce consistent assessment results—a particular health service may
be rated in different assessments as having different maturity levels.

The department told us that it would carry out a comprehensive assessment after
an external review of the ICT maturity assessment model it intends to use for this
purpose.

The department lacks a comprehensive inventory of key ICT assets at health
services. There is limited assurance that government funding is directed to
addressing the most critical health ICT needs, and is appropriately distributed so
that health services can achieve the minimum clinical ICT system maturity by a
designated time.

Engaging consumers

In June 2015, the department developed a five-level consumer engagement
maturity model for health services. The lowest maturity level (Capability 1) means
that a health service has identified the need to provide consumer access to their
health information as a priority. The highest maturity level (Capability 5) means that
a health service adopts and leads national consumer engagement processes for
ICT solutions across the system, and has strong participation in national health ICT
consumer engagement initiatives.
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Audit overview

The Framework committed the department to preparing an options paper by
February 2015 on how health services could work to improve their maturity level.

The department is unable to provide evidence that it has prepared the options
paper or confirm whether it has assessed health services using the maturity model.

Reporting on benefits realisation

The department’s assurance framework includes a step on reviewing benefits
realisation. However, assessing and reporting on benefits realisation is not a
specific funding condition in the department’s funding agreements for health ICT
projects. Without reporting on benefits realisation, the department cannot know
whether it is investing effectively in health ICT.

Health Projects Fund eligibility and selection criteria

The department has not prepared and documented clear project eligibility and
selection criteria to enable it to transparently, accountably and effectively choose
projects to fund. The department told us that it would use the strategic themes in
Digitising Health and its 2016—17 business plan to help choose projects to fund in
2017-18.

Strategic planning in the selected health services

Both BHS and EH have effective health ICT strategic planning processes. MH and
NH need to improve elements of their ICT strategic planning processes.

Melbourne Health

MH’s ICT strategic plan and other relevant documents did not include information
on how MH prepared its strategic plan. We were unable to assess the extent of
stakeholder engagement, and there was no review and monitoring framework for
the implementation of MH's ICT strategic plan.

Northern Health

At NH, the change in strategic direction for clinical ICT—from a ‘best-of-breed’
model to integrated clinical ICT system—was not based on a robust analysis

of options. Choosing a best-of-breed model means sourcing the best available
component for each part of the system, rather than choosing an integrated system
from one provider, which may have individual components that are not the best
available.
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Audit overview

Although the change of strategic direction was approved in March 2016, NH has
yet to release a new ICT strategic plan to guide the introduction of what will be a
significant investment in clinical ICT.

Alignment of local ICT strategic plans with the Framework

None of the four health services refers to the Framework in its ICT strategic plan.
The health services told us that this was due to the department’s strategic direction
for health ICT being unclear at the time. Despite this, there is general alignment
between the health services’ ICT strategic plans and the Framework’s 10 priority
strategic initiatives.

Clinical ICT systems at the selected health services

Except for at HealthSMART sites, such as EH, funding limitations and local or
regional needs, rather than a statewide focus of integration and interoperability,
have driven how the health services have invested in their clinical ICT systems.

If this continues, the department cannot be assured that statewide interoperability
will be achieved.

Improved leadership, support and engagement from the department should help
to reduce the risk and ensure that local investments and statewide health ICT
strategic direction become better aligned.

Sharing innovative approaches

To best realise the benefits of innovation, the health sector needs to share
knowledge effectively. Establishing a collaboration and knowledge-sharing
environment is one of the 16 action items under the Framework.

The department informed us that GovDex—the government’s secure
knowledge-sharing collaboration tool—and the sector’s Health Chief Information
Officer forums are used to share and exchange information.

Health services can share knowledge more effectively. The four health services
have either introduced, or are considering a ‘virtual desktop’ solution to reduce the
costs of maintaining up-to-date software and operating systems. Virtual desktop
technology is a central data centre and set of applications that authorised users
can access from any computer.

Each of the four health services was unaware of the virtual desktop technology at
the other services. They did not share knowledge of this innovative approach or
any lessons learned from its implementation.
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Audit overview

Recommendations

We recommend that the Department of Health and Human Services:

1.

10.

11.

12.

13.

develop and implement a framework to evaluate its new health sector
committees to ensure that they better engage with and support health
services (see Section 2.3.1)

require a risk assessment for health ICT projects it fully funds or co-funds that
are worth less than $1 million, to determine whether such projects will be
subject to the health ICT project assurance framework (see Section 2.3.1)

develop and communicate a guidance document on the use of the health ICT
project assurance framework, to improve transparency for health services and
make more consistent the application of the assurance framework. In
particular, the guidance document should articulate how assurance
requirements of the framework can be applied to projects considered low cost
or low risk (see Section 2.3.1)

complete its assessment of health ICT application and infrastructure capability
and maturity at health services (see Sections 2.3.1 and 2.5.4)

prepare a comprehensive inventory of key health ICT hardware and software
in the sector (see Section 2.5.4)

prepare and communicate to health services an options paper to increase
engagement with consumers (see Section 2.3.1)

assess, in conjunction with health services, the maturity level of the approach
to consumer engagement at the health services (see Section 2.3.1)

ensure that an appropriate governance committee oversee the completion of
action items from the Statewide Health ICT Strategic Framework that we have
identified as requiring further work (see Section 2.3.2)

set up an evaluation framework to assess the effectiveness of completed
action items under the Statewide Health ICT Strategic Framework (see
Section 2.3.2)

set up an evaluation framework to assess the effectiveness of Digitising
Health: How information and communications technology will enable
person-centred health and wellbeing within Victoria (see Section 2.3.2)

make assessment and reporting of benefit realisation a funding condition for
health ICT projects the department fully funds or co-funds (see Section 2.5)

prepare and document clear project eligibility and selection criteria for
allocating funding under the Health Projects Fund (see Section 2.5.3)

work with the sector to ensure that knowledge of innovative approaches in
health ICT is shared effectively (see Section 3.6).

Xiv ICT Strategic Planning in the Health Sector Victorian Auditor-General’'s Report



Audit overview

Recommendations — continued

We recommend that Melbourne Health:

14. review and document its ICT strategic planning process to ensure that:
e it identifies and consults relevant stakeholders to determine health ICT
vision and goals and a roadmap to achieve them
e it clearly defines the review and monitoring framework for overall
implementation (see Section 3.3.2).

We recommend that Northern Health:

15. review its decision to implement the HealthSMART clinical ICT system
by undertaking an analysis of options (see Section 3.3.5)

16. prepare an ICT strategic plan that sets out its direction for clinical ICT
(see Section 3.3.5).

We recommend that the four health services:

17. review their ICT strategic plans to ensure they are in line with Digitising
Health: How information and communications technology will enable
person-centred health and wellbeing within Victoria (see Section 2.4).

We recommend that other public health services consider whether these
recommendations apply to them and take appropriate action.

Responses to recommendations

Throughout our audit, we consulted the Department of Health and Human
Services, the Department of Premier and Cabinet and the four audited health
services—Ballarat Health Services, Eastern Health, Melbourne Health and
Northern Health—and we considered their views when reaching our conclusions.
As required by section 16(3) of the Audit Act 1994, we gave a draft copy of this
report to the Department of Health and Human Services, the Department of
Premier and Cabinet and the four health services, and asked for their submissions
and comments.

Below, we summarise those responses. Appendix A contains the full responses.

All agencies responded. The Department of Premier and Cabinet welcomed the
recommendations, and the Department of Health and Human Services and the four
audited health services accepted the recommendations directed to them. The
Department of Health and Human Services also provided a detailed action plan on
how it intends to implement the recommendations.
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Audit context

Information and communications technology (ICT) has the power to transform
government services, and is a critical component of service delivery.

Health services’ use of ICT can reduce medication errors and avoidable hospital
readmissions, and improve the quality of care. ICT systems can generate clinical data
that can better inform medical research and planning for improved hospital services.

1.1 Overview of ICT in the health sector

The Department of Health and Human Services (the department) is responsible for
developing sector-wide ICT standards, programs and guidance. The department aims
to ensure the sector’s clinical ICT initiatives are consistent with the state’s health ICT
strategy.

Victoria’s public health services are responsible for defining and implementing

their local health ICT strategy and related risk-management activities. Under the
Health Services Act 1988 (the Act), a health service’s board oversees and manages
each health service to ensure that it complies with the requirements of the Act and
meets organisational objectives.

Health services’ chief executives are responsible for advising their respective boards,
the Minister for Health, and the department of any significant decisions, issues or risks
that may affect the health service.

The department is responsible for:

. allocating state recurrent and project-specific funding

. sector-wide performance monitoring and accountability
. strategic asset management

. strategic planning at the state level.

1.1.1 The HealthSMART program

In 2003, the government introduced the $323 million HealthSMART program as part
of a strategy to modernise and replace the public health sector’s ICT systems. The
objective of HealthSMART was to deliver standardised approaches to ICT systems
and provide the foundation for a clinical ICT system for public health services.

The mandatory participation policy in place under HealthSMART required health
services to either procure a state-mandated clinical system if they wished to receive
state funding, or seek an exemption from the then Department of Health (DH).
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Audit context

By June 2012, the funds allocated for HealthSMART had been spent, and the clinical
system program component had been delivered to only four of the planned 19 health
services.

1.2 Previous audits and reviews
1.2.1 VAGO’s 2013 report

In our 2013 report, Clinical ICT Systems in the Victorian Public Health Sector,

we stated that HealthSMART failed because of poor planning and inadequate
understanding of the complex requirements for designing and implementing clinical
ICT systems. DH had significantly underestimated the cost, time and change
management required to successfully deliver the project.

Our 2013 report also noted the significant benefits of electronic medical records
(EMR), which allow the public health sector to effectively and efficiently share
information about patients. Complete, accurate and timely information at the point of
care can minimise waste from unnecessary and duplicated clinical tests by providing
clinicians with relevant medical data when needed. Sharing information about patients
digitally requires health services to integrate their ICT systems.

The 2013 report included recommendations that DH:

. prepare a comprehensive strategic plan for the ongoing development of EMR or
clinical ICT systems in the public health sector

. carry out a comprehensive and standards-based assessment of clinical ICT
system functionalities across the Victorian public health sector.

1.2.2 Ministerial reviews

After the end of HealthSMART, the 2013 report of the Ministerial Review of Victorian

Health Sector Information and Communication Technology:

. highlighted the absence of a statewide health ICT plan, and recommended that
one be developed

. recommended that the mandate of the patrticipation policy under HealthSMART
be removed.

DH accepted both recommendations.

After the discovery of a cluster of avoidable perinatal deaths at Djerriwarrh Health
Services during 2013 and 2014, the Minister for Health asked the department to review
hospital safety and quality assurance. In October 2016, the report Targeting Zero:
Supporting the Victorian hospital system to eliminate avoidable harm and strengthen
quality of care found that the department had not effectively overseen hospitals and
was unable to assure that public hospitals provide consistently safe, high-quality care.

2 ICT Strategic Planning in the Health Sector Victorian Auditor-General’'s Report



Audit context

The 2016 report stated that clinicians, hospitals and the department lacked ready
access to complete and comprehensive information about patients, and about the
performance of clinicians and hospitals.

Although data is collected, the use of paper-based rather than electronic record
systems and the absence of a unique patient identifier make it difficult to analyse
patient information to support clinical decision-making, monitor clinicians’ and
hospitals’ performance and identify opportunities for improvement.

The report’'s recommendations confirmed the need for integrated clinical ICT systems
to allow health services to share information about patients and increase the safety
and quality of care that hospitals provide.

1.3 Health ICT strategies

Statewide Health ICT Strategic Framework

In late October 2014, the department introduced the Statewide Health ICT Strategic
Framework (the Framework). The Framework was intended to help health services
prepare local ICT strategic plans and align key outcomes throughout the sector.

The Framework set out a vision of ‘Connected knowledge to ensure your best possible

health’ to be realised through three stages of change:

. Stage 1 Digitise and build foundations—move from manual to digital processes
and create the ability to analyse and share information across the system.

. Stage 2 Connect the system—move towards a consumer-centric system that is
connected, shares information and takes advantage of different care delivery
models.

. Stage 3 Empower through knowledge—move towards predictive, personalised
and preventive health care that is driven by knowledge.

Strategic themes and priority strategic initiatives are listed in the Framework to help
health services to prepare their health ICT strategic plans in support of the
Framework’s overall vision, as summarised in Figure 1A.

The objective of the Framework was to provide a high-level document to guide how the
health sector designed, adopted and invested in ICT. It was not intended to be a
detailed strategic plan or a roadmap for achieving the government’s health ICT
strategic direction. The Framework did not commit to available funding.

Following the change of government in November 2014, the department republished
the Framework in January 2015 with no change in content.

Victorian Auditor-General’'s Report ICT Strategic Planning in the Health Sector 3



Audit context

Figure 1A

The Framework’s themes and initiatives

Strategic themes

Consumer-centric
focus

Continuity of care

Clinical excellence

Teaching and
research

Support services

Foundations

Strategic initiatives

Enable consumer access to health information and tools®

Provide support for primary and secondary prevention
priorities

Plan for, and manage, patient demand
Objective—Consumers will have digital access to their

information in the Victorian public health system, and be able
make appointments and enquiries online

Deliver summary-of-care documents, such as eDischarge
and eReferral®

Support remote delivery of health care

Improve multidisciplinary care, including via shared care
plans

Objective—All health services can provide national standard
electronic discharge summaries to clinicians who can receive
them and copy patients’ personally controlled electronic
health record

Deliver core clinical information systems(a)

Provide improved decision-making support for clinicians
Implement comprehensive medication management

Objective—Medication management and diagnostic test
ordering is conducted digitally and supported by real-time
decision support in all facilities

(@)

Support high-quality research, including translational
research—using findings from medical research to improve
clinical practice and deliver health outcomes®

Support high-quality teaching and training(a)

Develop high-quality knowledge management
Objective—Health services include researchers as
stakeholders when developing their ICT strategic plans
Deliver business analytics capabilities(a)

Streamline ‘back office’ functions, including procurement,
human resources and finance

Objective—Corporate information management processes
give decision-makers access to tools such as business
analytics systems to encourage evidence-based strategy
development

Enable common standards and architecture®
Deliver mandatory infrastructure®

Develop and sustain systems that support the Framework’s
objectives®

Objective—Core enterprise systems, such as patient
management systems, are current and incorporate minimum
standards

(a) = Priority Strategic Initiatives.
Source: VAGO, based on the Framework.
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Digitising Health

Audit context

On 24 November 2016, the Minister for Health approved a new strategy, Digitising
Health: How information and communications technology will enable person-centred
health and wellbeing within Victoria (Digitising Health). Digitising Health acknowledges
the critical role of digital technologies in improving how healthcare is delivered. The
implementation is supported by a business plan for each of three financial years,
beginning with the 2016-17 business plan, finalised in January 2017.

Digitising Health’s strategic themes, guiding principles and components are largely
consistent with the Framework. Figure 1B shows how Digitising Health’s strategic
themes relate to the Framework’s three stages of change.

Figure 1B
How Digitising Health aligns with the Framework

Digitising Health’s strategic themes

Implementing digital clinical systems to
improve patient safety, improve clinical
effectiveness and provide base clinical data
that can be shared in patient care and be
available for research and analysis,
including building genomic profiles

Sector-wide shared clinical information
using patient data

Sector-wide clinical-grade integration and
interoperability, conforming to national and
international standards

Preventive health and early intervention,
using stored clinical information, genomics,
research and other data sources

Person-centred and place-based health
and wellbeing

Applied health research, education and
analytics, using de-identified shared patient
clinical information for longitudinal research
and analysis

Source: VAGO.

The Framework’s three stages of change

Digitise and build foundations—move from
manual to digital processes and create the
ability to analyse and share information
across the system

Connect the system—move towards a
consumer-centric system that is connected,
shares information and takes advantage of
different care delivery models

Empower through knowledge—move
towards predictive, personalised,
preventive and knowledge-driven health
care

The Framework does not include information on the investment required or the funding

available to deliver its strategic initiatives.

In contrast, Digitising Health identifies:

o 10 health ICT projects priorities for 2016-17, totalling $10 million
. funds available for 2017-18 ($10 million) and 2018-19 ($20 million) for health
services and the department to deliver digital technology projects.

The total investment of $40 million will be funded through the Health Projects Fund

(see Section 2.5.3).
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The government’s ICT strategy

In May 2016, the Special Minister of State published the Information Technology
Strategy: Victorian Government 2016—2020 (the government’s ICT strategy). The
government’s ICT strategy provides direction on whole-of-government information
management and technology for the next five years and is to be reviewed every year.
It supports the changes in technology required to focus public sector reform on value
and effectiveness.

The government’s ICT strategy sets out the government’s direction in:

. information and data reform—improved sharing of information and data to deal
more effectively with complex matters and social issues, such as family violence

. digital opportunity—better digital platforms to give Victorians access to
everyday services

. new technology—more use of off-the-shelf ICT systems that are shared across
government, with new cloud-based platforms to further improve productivity

. better capability—improving public service capability for successful project
delivery on time, within budget and specification, using partnerships with experts.

The government’s ICT strategy also includes the order of consideration for ICT
investment, from sharing existing solutions to building ‘bespoke’ systems, as shown in
Figure 1C. The strategy covers all government departments. Other agencies are to
consult their portfolio departments to determine whether they are included.

Figure 1C
Planning for investment in ICT systems

0 o 3) ©

Share Cloud Buy Build

Review existing Assess cloud services Buy ‘off the shelf’ Build a ‘bespoke’
solutions already where no existing systems (avoiding development if a
implemented within suitable shared customisation) with reasonable fit for any
the public service. service exists. future sharing in mind. one of the previous
These could either options cannot be

be existing shared obtained. This option
services or a service is considered a last
that could be resort.

transitioned into a
shared services model.

Source: The government's ICT strategy.
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1.4 Funding for health ICT

Public health services receive recurrent funds for activity-based services (output)—but
not for health ICT investment and maintenance—from a national funding pool of
Commonwealth and state funding.

With no recurrent funding stream for health ICT capital and maintenance costs, health

services source funding from:

. the Budget and Expenditure Review Committee State Budget process, either for
a major ICT reform project or as a component of a capital redevelopment
proposal

. the department, in the form of grants or loans

. internal health services’ resources or fundraising activities

. the Commonwealth Government, in the form of grants.

In practice, public health services rely largely on external funding for clinical ICT
investment because of funding constraints.

Our report Public Hospitals: 2015-16 Snapshot noted that public hospitals generated a
net deficit of $115.9 million in the year ended 30 June 2016 and $135.8 million in the
year ended 30 June 2015.

1.4.1 Departmental grants

After the HealthSMART program ended, the department gave grants to health services

for their health ICT needs through the following funding programs:

. $50 million in redirected departmental funds for the Victorian Innovation, eHealth
and Communications Technology Fund (ICT Innovation Fund)—$37.5 million for
2013-14 and $12.5 million for 2014-15

. $10 million in approved state government funding for the 2015-16 Clinical
Service Hardware Replacement program.

In 2012, the ICT Innovation Fund was established to support innovation in the health
system and ICT projects, including system and software upgrades and installations.
Funding was allocated using set criteria and expressions of interest.

The Clinical Service Hardware Replacement program was targeted at the highest
priority and at-risk clinical service hardware in the public health sector. The 2015-16
State Budget allocated $10 million to the program. Grants were allocated to health
services using set criteria and expressions of interest.
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In 2016, the department set up a third program—the Health Projects Fund—to fund the
digital technology projects for 2016—-17, 2017-18 and 2018-19 that were identified in
Digitising Health. Internal departmental funding of $40 million was allocated for this
program. For 2016-17, the department chose to fund 10 health ICT projects through
the Health Projects Fund, as outlined in Figure 1D.

Figure 1D
Health Projects Fund—ICT projects for 2016-17

Cost
Project Time line  ($ million)

Implementing digital clinical systems

Replace the unsupported, legacy patient administration system Multi-year 2.0
across the Hume Rural Health Alliance

Develop a strategy to replace unsupported, legacy emergency  Multi-year 0.3
department system (Symphony) at four health services

Expansion of Peninsula Health’s EMR with clinical 2016-17 1.0
documentation functionality

Subtotal 3.3

Sector-wide shared clinical information

Joint project with the Commonwealth to implement eReferrals 2016-17 0.9
at four Victorian health services and develop a foundation
eReferral technical architecture for sector-wide use

Develop a future community health technology strategy 2016-17 0.3
Develop business case and implement pilot for a statewide Multi-year 2.0
master patient index, using national health identifiers

Clinical information exchange strategy 2016-17 0.4
Subtotal 3.6

Sector-wide clinical grade integration and interoperability

Pre-implementation work to replace unsupported health sector  2016-17 1.0
messaging and integration platform that provides integration
capability between and across health service business

applications

Upgrade of sector-wide Finance and Materials Management 2016-17 1.75
Information Management System

Subtotal 2.75
Preventive health and intervention

Better Health Channel: personalisation and behaviour change 2016-17 0.35
tools

Subtotal 0.35
Total 10.0

Source: VAGO, based on Digitising Health.

ICT Strategic Planning in the Health Sector Victorian Auditor-General’'s Report



Audit context

1.5 Structure of the department

The department appointed a Health Chief Information Officer (Health CIO) in late 2015
to provide collaborative ICT leadership in the health sector and in the department.

The Health CIO leads the department’s Digital Health branch (formerly the Health
Technology branch). In 2016, following a review of the branch structure, the
department created three new business units within the branch and renamed three
existing units. The key objective was to create a structure that better reflects the sector
and the health program areas, and supports them in delivering the intended outcomes
of Digitising Health. Figure 1E shows the new structure of the Digitising Health branch.

Figure 1E
Digitising Health branch

Health Chief Information Officer

Sector Planning Sector Projects Sector Solutions
(new) — manages (new) — focuses on — delivers technology
health sector strategic health solution functions, such
relationships, maximises technology projects, as application support,
success and facilitates as needed, and development and
communication in strategic sourcing, upgrade, maintaining
the sector procurement and shared infrastructure
contract environment
management

Digital Design — deals with emerging health technologies, feasibility, architecture, design
and integration

Sector Assurance — provides sector and quality assurance, resource modelling and
planning, and overall project management methodologies

Governance and Reporting (new) — provides overall support to the health CIO in
governance, reporting, and risk management

Source: VAGO, based on Digital Health Business Plan 2016-17.

The new business units are Governance and Reporting, Sector Projects and Sector
Planning.

The Sector Solutions business unit now provides technical support for clinical ICT
systems beyond the systems mandated by the HealthSMART program. This important
and positive change will help ensure alignment between local ICT investments and the
state’s health ICT strategic direction.
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1.6 Services profile of the audited health services

The four health services we looked at provide a range of services at several sites, as
shown in Figure 1F.

Figure 1F

Health
service

Services profile of the audited health services

Campuses

Statement of
Priorities
2015-16
total funding

Services ($ million)

Ballarat Ballarat Base Hospital Acute, sub-acute, community 236.6
Health and Queen Elizabeth programs, mental health,
Services Centre residential and aged care
Eastern Main sites include Acute, sub-acute, palliative 700.2
Health Angliss Hospital, care, mental health, drug and

Box Hill Hospital, alcohol, residential care,

Healesville and District ambulatory (outpatient) and

Hospital, Maroondah community services

Hospital, Peter James

Centre.

Sub-acute site: Wantirna

Health
Northern Broadmeadows Health Acute, sub-acute, palliative 354.5
Health Service, Bundoora care, aged care and

Extended Care Centre, community-based services.

Craigieburn Health

Service, Panch Health

Service and the Northern

Hospital
Melbourne  The Royal Melbourne General and specialist medical 704.2
Health Hospital, Royal Park and surgical acute, mental

campus

health, sub-acute, rehabilitation
and aged care, and community
programs. Designated
statewide provider of trauma
services. Tertiary services in
specialties including
neuroscience, nephrology,
oncology, cardiology and
genomics.

Note: Statement of Priorities is an annual accountability agreement between public health
services and the Minister for Health. It outlines the key performance expectations, targets and
funding for the year and government service priorities.

Source: VAGO.

10 ICT Strategic Planning in the Health Sector

Victorian Auditor-General’'s Report



Audit context

1.7 Why this audit is important

The public sector’s investments in ICT have generally been costly and poorly
managed. In 2015, in Digital Dashboard: Status Review of ICT Projects and Initiatives,
we reported that public entities were not able to assure Parliament and Victorians that
investments in ICT had resulted in enough public value to justify the significant
spending.

Strategic health ICT planning is essential for the public health sector to deliver
efficient and high-quality care to Victorians and to help ensure that scarce funding is
appropriately allocated. With 86 public health services, Victoria needs a coordinated
approach to clinical ICT systems development and investment so that it can achieve
systems integration.

1.8 What this audit examined and how

To assess whether the public health sector’s ICT strategic planning is effective, we

looked at whether:

. the Framework is consistent with the broader strategic objectives and priorities of
the government’s ICT strategy

. the department is appropriately implementing the Framework

. the department is providing clear leadership and direction to inform ICT strategic
planning by health services, particularly for clinical ICT systems

. ICT strategic planning at the health services level is effective, particularly for
clinical ICT systems.

We looked at the department and four selected health services:
. Ballarat Health Services

. Eastern Health

. Northern Health

. Melbourne Health.

We carried out this audit in accordance with section 15 of the Audit Act 1994 and the
Australian Auditing and Assurance Standards. The total cost of the audit was
$620 000.

1.9 Report structure

The remainder of this report is structured as follows:

. Part 2 discusses the department’s statewide planning for ICT systems in the
health sector.

. Part 3 discusses strategic planning of ICT systems at the four health services.
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2 Statewide planning

Sound planning provides a basis for decision-makers to establish health information
and communications technology (ICT) systems that can improve how Victorians
receive health care. For statewide health ICT strategic planning to be effective, it must
promote a shared vision for health ICT throughout the public health sector, account for
current assets and capabilities, and set out the actions and resources needed to
realise this vision.

In this Part, we review whether the Department of Health and Human Services

(the department):

. has appropriately implemented the Statewide Health ICT Strategic Framework
(the Framework)

. provides clear leadership and direction to inform health services’ ICT strategic
planning, particularly for clinical ICT systems.

We also review how closely the Framework and Digitising Health: How information and
communications technology will enable person-centred health and wellbeing within
Victoria (Digitising Health) are in line with the objectives and priorities of the
Information Technology Strategy: Victorian Government 2016—2020 (the government’s
ICT strategy).

2.1 Conclusion

The department has not appropriately implemented the Framework. Implementation of
actions committed under the Framework is incomplete and not properly monitored by a
governance body. No evaluation framework is in place to assess the effectiveness of
the Framework and the completed actions.

The department’s investment decisions have not been informed by a comprehensive
understanding of clinical ICT maturity or an inventory of key ICT assets in the sector.
As a result, there is limited assurance that scarce government funding has been
directed to address the most critical health ICT needs or has been appropriately
distributed.

The department has shown that it is committed to better engage with health services,
and plan for more coordinated clinical ICT systems development within the health
sector.
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2.2

Aligning health ICT strategies

We compared the strategic themes of the Framework and Digitising Health with the
objectives and priority actions of the government’s ICT strategy, and found that their
themes and priorities are largely aligned, as shown in Figure 2A.

initiatives

Figure 2A
Health ICT strategic themes, initiatives, objectives and priority actions

The Framework —strategic
themes and priority strategic

Digitising Health—strategic
themes

The government's ICT
strategy—objectives and

Consumer centricity and
empowerment

e Enable consumer access to
health information systems

Continuity of care

e Deliver summary of care
documents, such as
eDischarge and eReferral

Clinical excellence

e Deliver core clinical information
systems

e Support clinicians by improved

support for clinical
decision-making

Teaching and research

e Support high-quality research
including translational research
(using findings from medical
research to improve clinical
practice and deliver health
outcomes)

e Support high-quality teaching
and training

Support services

e Deliver business analytics
capabilities—streamline ‘back
office’ functions including
procurement, human resources
and finance

Foundations

e Enable common standards

o Deliver mandatory architecture
e Further Framework objectives:

e encourage creative mind-set

and supporting capabilities

e grow a sustainable health
ICT workforce

Source: VAGO.

Person-centred and place-based
health and wellbeing

Sector-wide shared clinical
information, using patient clinical
data

Implementing digital clinical
systems to improve patient safety,
improve clinical effectiveness and
provide base clinical data that can be
shared in the continuation of patient
care, and is available for research
and analysis, including building of
genomic profiles

Preventive health and early
intervention, maximising use of
stored clinical information, genomics,
research and other data sources
Applied health research, education
and analytics, using de-identified
shared patient clinical information for
longitudinal research and analysis.

Sector-wide clinical grade
integration and interoperability,
conforming to national and
international standard

14 ICT Strategic Planning in the Health Sector

priority actions

Digital opportunity

e Gives Victorians a useful, easy
and always available way of
accessing government
services and information

Technology reform

e Government systems are
secure and support efficient,
connected services

Digital opportunity
e Digital services
Information and data reform

e Government information and
data is opened and available
for research purposes

Information and data reform

e Government information and
data is opened and available
for research purposes

Technology reform
e Sharing corporate systems
e Shared technology services

Technology reform

e Government systems are
secure and support efficient,
connected services

Capability uplift

o Staff have the skills and
capability to incorporate new
approaches in their operations
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2.3 Implementing the Framework

The department published the Framework in October 2014. It contained a list of

activities for 2014-15, comprising 16 actions that focused on:

. strengthening the governance of the sector to enable accountable and strategic
health ICT investment decisions

. clarifying and improving ICT capability, underpinned by a minimum baseline
capability for the sector

. developing key resources and actions to help achieve the minimum baseline ICT
capability more quickly, including setting up benefits realisation assessments and
health ICT project assurance frameworks

. putting consumer needs at the forefront of health ICT planning and delivery.

The department told us that it chose the 16 action items to further the objectives of
increasing the capability of health services to implement and manage clinical ICT
systems and increasing health ICT integration and interoperability across the sector.
Fourteen of the 16 action items had due dates between September 2014 and

June 2015, and two were correctly identified as ongoing tasks.

We find that these 16 action items correspond to weaknesses we identified in our 2013
performance audit Clinical ICT systems in the Victorian Public Health Sector, including
in governance arrangements, skills of ICT staff, project assurance, benefits realisation
assessments, and inventory of health ICT capability. When completed, these actions
should help the department to effectively implement its statewide health ICT strategy.

Figure 2B shows our assessment of the status of the 16 action items.

Figure 2B
Status of the Framework’s 2014-15 action plan

Status (our
Action assessment)

1 Define a sector governance process to enable accountable and
strategic investment decisions. Define best-practice ICT project
governance structures.

2 Develop a benefits realisation framework that defines measurable o
outcomes for ICT projects.

3 Develop a project that profiles assurance models for ICT projects.

4 Develop a clinical transformation leadership approach that addresses
cultural, clinical and administrative reform to support ICT initiatives.

5 Develop a health informatics workforce action plan.

6 Establish a collaboration and knowledge-sharing environment. o

Victorian Auditor-General’'s Report ICT Strategic Planning in the Health Sector 15



Statewide planning

16

Figure 2B
Status of the Framework’s 2014-15 action plan — continued

Status (our

Action assessment)

7

10

11

12

13

14

15

16

Develop a list of best-practice maturity models, frameworks and o
standards required for sector ICT. Develop a plan to deliver the ICT
best-practice maturity models, frameworks and associated standards.

Develop a continuity-of-care information model. o

Assess and register current sector ICT application and infrastructure
capability and maturity against agreed maturity assessment models,
such as Healthcare Information and Management Systems Society for
Electronic Medical Records (the HIMSS model).

Document a minimum set of ICT baselines for the sector, such as
sending electronic discharge summaries to general practitioners.

Define local ICT strategy for health services, including directions toward [ )
minimum statewide ICT baselines.

Establish a working group to develop a health informatics workforce [ )
maturity model approach.

Establish an adoption plan for the implementation of national ICT o
initiatives. Identify priority items and local health service adoption

roadmap, including vendor enhancement approaches, such as

individual health identifiers, healthcare provider and agency identifiers,

personally controlled electronic health record, secure message delivery,

Australian medical terminologies, discharge summaries, national

prescription and dispense record, National eHealth Security and Access
Framework.

Extend the adoption of the National Health Services Directory across Ongoing
the sector and vendor applications. Extend the adoption of the
associated Health Design Authority interoperability standards.

Consult with other jurisdictions and international trends to keep abreast Ongoing
of better practice ICT and associated maturity models. Consolidate and

communicate this knowledge to the sector. Use existing processes for

knowledge management and distribution.

Develop options for increasing consumer engagement.

Develop a projected work plan for years 2015-16 and 2016-17. o

Note: ® Completed, Further work required.
Source: VAGO.
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2.3.1 Further work required

Of the 14 action items with due dates, we assessed 10 as complete and four as
requiring further work.

Sector oversight for ICT development—Action item 1

This action item aimed to better position the department to engage with and support
health services in their ICT investment decision-making. To help this partnership, the
department established two committees in 2016:

. Digital Health Strategic Advisory Committee—comprising senior officers from
the department and health services. The committee is responsible for endorsing
health ICT strategies and priorities, overseeing sector strategic technology
projects, sharing lessons from previous health sector ICT projects, and identifying
opportunities for future investment in technology.

. Health Technology Solutions Client Advisory Committee—comprising senior
officers from the department and health services who are clients of the
department’s Sector Solutions business unit, in its Digitising Health branch. The
committee provides formal and regular engagement with the health sector on
strategic ICT issues and oversees the performance of the business unit in
delivering technology services. This committee replaced the former Health
Shared Services Council.

The department has not established arrangements to periodically evaluate how and to
what extent these new advisory committees are better engaging and supporting health
services. The department needs to regularly evaluate these governance committees to
ensure they are effective.

Project assurance model—Action item 3

Under the Framework, the department is responsible for:

. overseeing and assuring the quality of health ICT, including monitoring ICT
projects that are publicly funded and others considered to be high risk

. reporting on the performance and benefits delivered through ICT, including
sharing information and lessons, and monitoring benefits realisation.

The Framework included an action item for the department to develop a project

assurance framework for health ICT projects to help ensure that:

. project outcomes are achieved within the time lines and budget specified in the
project business case

. risks and issues are identified promptly, and remedial actions are taken when
required.

In early 2016, the department developed and implemented a health ICT project
assurance framework (see Appendix B). It outlines assurance activities to be
conducted at key project milestones from feasibility and planning to completion of the
project. These milestones align with the government’s gateway review process.
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Scope of the project assurance framework

The ICT project assurance framework applies to:
. ICT projects that the department fully funds or co-funds for at least $1 million
. all projects funded through the ICT Innovation Fund (see section 2.5.1).

The board of each health service is responsible for assuring ICT projects that the
health service fully funds.

Applying a project cost threshold as part of the assurance framework does not take
into account the potentially complex nature of health ICT projects of less than

$1 million. Rather than excluding all projects of less than $1 million from assurance
processes, the department should apply a risk assessment approach to determine

whether these projects should also be subject to the project assurance framework.

Project assurance framework guidance document

The department informed us that it applies the ICT project assurance framework to all
projects valued at $1 million or more, although assurance requirements may be
modified for projects it considers to be low cost and low risk.

However, the department has no documented guidance on how the assurance
requirements should be applied to low cost and low risk projects. The department
needs to develop a guidance document to improve transparency for health services
and improve consistency in how the project assurance framework is applied.

Assessing current sector ICT capability and maturity—Action item 9

This action item’s objective is for health sector ICT application and infrastructure
capability and maturity to be assessed using agreed maturity assessment models.

The department has begun to assess some health services using a widely accepted
health ICT application and infrastructure capability and maturity model.

At the time of the audit, the department had conducted assessments at:
. 14 metropolitan health services

. seven regional hospitals

. five regional health alliances.

Effective completion of this work is fundamental for establishing a sound basis for the
department to prioritise investments in health ICT. The department’s records and our
discussions with departmental staff confirmed that the assessments conducted so far
have been neither detailed nor comprehensive. Not all public health services have
been assessed. The assessment results for some rural alliances are aggregated,
rather than being presented at health-service level, and the department is unable to
confirm which health services are included in the aggregated results.

The assessments we saw are also inconsistent—the same health service can be
identified as having different maturity levels in different assessments. The department
told us that it would assess all health services after an external review of the ICT
maturity assessment model in 2017.
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Options for increasing consumer engagement—Action item 15

This action item aims to increase Victorians’ access to their digital health information
and enable them to schedule consultations online. Specifically, it requires the
department to develop options on how health services can better allow consumers to
access their health information, such as through consumer portals. The objective is to
enable Victorians to be more involved in managing their health care.

The due date for this action under the Framework was February 2015. The department
was unable to provide evidence that it had prepared an options paper and
communicated it to health services.

The department has developed a consumer engagement maturity model for health
services, as outlined in Figure 2C, although it cannot confirm that health services have
been assessed against this model.

Figure 2C
Consumer access and engagement maturity model
Maturity level Description
Capability 5 Proactive/Exemplar
Proactive system leader

The organisation’s approach to consumer engagement and access clearly
incorporates an informed view of the future and seeks to inform new best
practice.

Capability 4 Engagement
Consumers contribute to their electronic medical record (EMR).
Consumers and providers are connected.
Capability 3 Access
Consumer access enabled
Distribution and access channels have been established.
Capability 2 Formative
Leadership for consumer access

Consumer representatives have been engaged. Leadership for consumer
access is being established.

Capability 1 Aware

The organisation has identified the need to provide consumer access to
their health information.

Capability 0 Unaware

No approach, planning or intent to provide or engage consumers toward
access to health information.

Source: VAGO, based on information from the Department of Health and Human Services.

Governance and evaluation

The department has no governance arrangement in place to oversee how the
Framework’s action items are implemented or to acquit their completion.
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2.4

The department told us that the previous Health ICT Ministerial Advisory Council did
not meet after the change of government in November 2014. The Digital Health
Strategic Advisory Committee established in 2016 has focused on preparing and
implementing the new health ICT strategy, Digitising Health.

The department acknowledges that it could have better tracked work on the action
items and linked any incomplete items with deliverables under the new strategy.

Through the 16 action items, the department has made significant progress laying a
foundation for stronger governance in the sector and working towards achieving the
state’s health ICT objectives.

However, the department lacks an evaluation framework to assess the effectiveness of
completed action items and the Framework as a whole.

Developing a new health ICT strategy

The Framework set the vision for an integrated Victorian healthcare system. Its
objective is to provide guidance and direction to health services to develop their local
ICT strategic plans and operational priorities.

In January 2015, the department republished the Framework on its website with no
change in its content. The department told us that, towards the end of 2015, it began
work on a new health ICT strategy to align with the current government’s Health 2040
discussion paper and to identify priority health ICT investments.

The Minister for Health approved the new strategy, Digitising Health, near the end of
our audit, in November 2016.

The department’s Health Chief Information Officer advised all public health services on
29 November 2016 that they must refer to Digitising Health when developing local ICT
strategies and business cases for ICT projects.

Impact on health services’ ICT strategic planning

The ICT strategic plans of the four audited health services do not refer to the
Framework. These were finalised at the following times:

. Ballarat Health Services (BHS)—July 2014

. Northern Health (NH)—September 2014

. Eastern Health (EH)—April 2015

. Melbourne Health (MH)—August 2015.

EH and MH completed their health ICT strategic plans after the re-release of the
Framework in January 2015. EH advised that, although it considered the Framework
when drafting its ICT strategy, it decided not to make reference to the Framework
because the health sector was anticipating a new health ICT strategy at that time.
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BHS’s and NH's ICT strategic plans were finalised before the Framework’s first
publication in late October 2014. NH'’s plan was not reviewed and updated to refer

to the Framework. BHS advised that it is currently drafting its 2017—2022 ICT strategic
plan, which will reference Digitising Health.

We found some misalignment between the themes in BHS’s ICT strategic plan and the
Framework’s strategic initiatives. We discuss this further in Section 3.5.

Department-managed health ICT funding

2.5.1

Since the HealthSMART program was wound up in 2012, the department has
managed three other ICT funding programs for the health sector. The department is
yet to make benefits realisation a specific funding condition. It also has not prepared
eligibility and selection criteria for projects that receive money for health ICT projects
funded as part of Digitising Health.

ICT Innovation Fund

In 2012, after the end of the HealthSMART program, the department redirected
$100 million of its internal budget to provide health ICT funding for three identified
categories:

. refreshing critical infrastructure

. developing EMR

. innovation.

Due to government budget-saving levies in place at the time, the department
reduced the available funding to $50 million. In June 2014, the department received
74 expressions of interest for the ICT Innovation Fund, totalling $258.8 million in
requested grants. The department allocated the first tranche of $37.5 million in
2014-15 and the remaining $12.5 million in 2015-16 for EMR systems at NH and
another metropolitan health service.

The department’s health ICT project assurance framework (see Appendix B)
incorporates a step on reviewing benefits realisation. However, benefits realisation
assessment is not included as a funding condition in the department’s funding
agreement for the ICT Innovation Fund.

Although the funding agreement requires recipients to provide a post-implementation
report, they are not specifically required to report on how well they achieved the
intended outcomes. This means that the department cannot be assured that its
investments were effective.

The department told us that future funding agreements would explicitly require
reporting on benefit realisation as a funding condition.
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2.5.2

2.5.3

Clinical Service Hardware Replacement program

The department received $10 million funding for the Clinical Service Hardware
Replacement program in the 2015-16 State Budget. A further $10 million was
allocated for the program in the 2016-17 State Budget. The objective of the program is
to replace obsolete ICT infrastructure that is used directly in patient care and is most at
risk of failure.

In 2015, health services were invited to submit a list of their health ICT hardware
assets and identify those that were either obsolete or at high risk of failure, with the
potential to affect the availability and quality of clinical services.

On the recommendation of the department, in September 2015 the Minister for Health
approved the allocation of $10 million to selected health services under the program.
The department reimbursed health services when they submitted invoices for asset
replacement.

Health Projects Fund

Early in 2016, the department redirected $40 million of its internal budget to the
Health Projects Fund. The objective was to fund priority health ICT projects, in line
with Digitising Health, for three years from 2016—17 to 2018-19. Ten million dollars
is available for each of the first two financial years and $20 million for the third year.

To allocate the $10 million funding for 2016-17, the department considered previously

submitted, but unsuccessful, applications for the ICT Innovation Fund and chose

projects based on:

. urgency of need

. readiness of the health service to undertake the project

. potential impact and benefit

. return on investment

. alignment with the strategic themes of the Digitising Health strategy—then in draft
form.

For the 2017-18 funding round, the department told us that it will use the strategic
themes in Digitising Health and its 2016—17 business plan to help choose projects to
fund.

It is unclear how the department will apply the strategic themes, and whether certain
strategic themes will have greater weighting than others. It is important that the
department prepare and document clear project eligibility and selection criteria, so
that its decisions on project funding are transparent, accountable and effective.

Funding agreements for projects funded through the Health Projects Fund also do not
include benefits realisation as a funding condition.
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2.5.4

2.6

Statewide planning

Allocating health ICT funding

As discussed in Section 2.3.1, the department’s decision-making processes on health

ICT investments are not yet underpinned by a comprehensive assessment of the

maturity level of the clinical ICT systems at each Victorian public health service. The

department also lacks a comprehensive inventory of key health ICT hardware and

software. Without this fundamental information, there is limited assurance that the

department has:

. directed government funding to address the most critical health ICT needs

. distributed the funding so that all health services will achieve the minimum clinical
ICT system maturity level by the designated time.

The department told us that it has begun to prepare a roadmap for replacing obsolete
key health ICT systems and applications, such as EMR and patient administration
systems, but was not able to provide us with a draft of the roadmap.

Managing cyber security

Clinical area

Cyber security is one of the focus areas of the government’s ICT strategy. Like other
sectors, the health sector must manage cyber security issues and associated risks. A
recent example is the Qbot infection of MH'’s network in January 2016, which affected
its computers and pathology systems.

Clinical services technology within health services is highly interdependent, and
system failure arising from cyber security attacks, ageing ICT assets or other causes
can pose risks in several clinical areas. Figure 2D lists examples of such risks.

Figure 2D
Example of clinical risks arising from system failure

Patient risks

Intensive care
units

Cardiology

Emergency
departments

Elective surgery

Centralised electronic clinical observations such as haemodynamic pressures—pressures
within the heart, lung and brain—are commonplace. The loss of network services would
immediately put patients at risk.

Storing and retrieving video are essential for decision-making. Storage and network
capacity constraints can delay recovery and display of video files, affecting time-critical
decisions. Technology failure would leave cardiologists without important information such
as echocardiography videos of the heart and records of heart function.

Loss of any clinical services technology supporting the system for managing patients can
result in delays in registering, assessing and treatment, putting patients at risk and leading
to potential emergency department bypass situations, when a hospital redirects the
metropolitan ambulance service because it is unable to accept new patients. If emergency
department staff are unable to register patients, this limits their ability to order tests and
manage the flow of patients to other wards.

Loss of clinical services through technology failure can result in delays and possible
cancellations of surgery bookings, causing problems for patients and increasing waiting
lists. Tracking surgical instruments throughout their sterilisation cycle is essential for
infection control management of diseases such as Creutzfeldt-Jakob disease.
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Figure 2D
Example of clinical risks arising from system failure — continued
Clinical area Patient risks

Pathology When testing and results are automated, systems failure could leave pathology machines
unable to validate specimens using patient identifiers such as barcodes. This could lead to
a need for repeat testing, putting patients at risk through delayed treatment.

Radiology In radiology, film is being replaced with digital images that clinicians can view on personal
computers. Loss of clinical services technology will result in loss of access to X-ray
images, causing delays to diagnosis and surgery.

Outpatients Loss of clinical services technology can prevent access to patient schedules and digital
medical records. If clinicians do not know who they are seeing next and are unable to see
patient notes, outpatient clinics will have to be closed and patients may be turned away or
face a long wait to be seen.

Medication The move to electronic prescriptions (ePrescribing) and automated drug dispensing can

management create an emerging and significant risk. If dispensing machines fail, clinicians have
reduced capacity to order medications, and medication management is disrupted. Patients
may experience a delay in receiving medication, resulting in avoidable complications,
increased costs and risk of reputational damage for the health service.

Source: VAGO, based on the Department of Health and Human Services Clinical Services Technology Replacement
Program, Full Business Case, December 2015.

The department has acknowledged that a sector-wide approach is needed to address
common cyber-security threats. Digitising Health identifies cyber security as one of the
critical factors in achieving the desired outcomes of the government’s ICT strategy.

In May 2016, the department directed health services to complete a cyber health check
baseline assessment. This is an important initiative to ensure that robust processes
and controls are in place at health services to prevent, detect and respond to cyber
security attacks.

The cyber health check baseline assessment found that health services are at varying
levels of maturity, and all health services need to work to achieve minimum cyber
security standards.

After the assessment, the department prepared a set of cyber security minimum
baseline requirements, comprising 72 cyber security controls. A working group of
representatives from the health services and the department has been set up to plan
how the health sector will attain the maturity required to protect the quality and safety
of clinical care from cyber breaches.

We commend the department’s work in improving cyber security in the health sector,
and will consider an audit in the future to provide feedback on the effectiveness of
recent activities in mitigating cyber security risks.
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3 Health services planning

An information and communications technology (ICT) strategic plan should define an
agency’s vision, set out the current ICT operating environment and need for change,
and provide a plan for achieving goals and objectives. Development of clinical ICT
systems is a key component of health services’ ICT strategic plans.

Victorian public health services are responsible for defining and implementing their
own health ICT strategy. The role of the Department of Health and Human Services
(the department) is to ensure that the health services’ ICT strategic plans are in line
with the department’s ICT strategy for the sector. Achieving sector-wide health ICT
integration and interoperability—the ability of ICT systems to communicate, exchange
and use patient information within and across different health services—is a key
element of the successful delivery of the government’s health ICT strategy.

In this Part, we look at the effectiveness of health ICT strategic planning processes,
focusing on clinical systems, at the four health services we looked at—Ballarat Health
Services (BHS), Eastern Health (EH), Melbourne Health (MH) and Northern Health
(NH).

3.1 Conclusion

Both BHS and EH have effective health ICT strategic planning processes. In contrast,
MH and NH need to improve aspects of their planning processes. We found gaps in
the alignment of the themes of BHS'’s ICT strategic plan and the strategic initiatives of
the Statewide Health ICT Framework (the Framework).

In the past, the department had provided little support to MH, NH and BHS when
planning for their health ICT systems. These three health services told us that they
have received more support since the department appointed a Health Chief
Information Officer (Health CIO) in late 2015. This should help ensure better alignment
between local ICT investments and statewide health ICT strategic direction.

3.2 Key stages of strategic planning

We assessed ICT strategic planning processes at the four health services against the

following key stages of strategic planning:

. Stage 1—Develop and endorse a strategic plan

. Stage 2—Implement the endorsed strategic plan

. Stage 3—Evaluate the endorsed strategic plan

. Stage 4—Confirm the continued validity and relevance of the endorsed strategic
plan.

Figure 3A defines the key components of each stage.
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Figure 3A
Key stages of strategic planning

Stage What happens

Stage 1— A strategic plan is developed and endorsed. Key components of this
Deve]op stage are to:
e gather all relevant data to define current state

e carry out strategic planning activities to determine vision and goals,
in consultation with relevant stakeholders

¢ define governance mechanisms to oversee the development of, and
to endorse, the strategic plan

e define governance mechanisms to monitor and report on progress
of plan implementation

e prepare and publish an endorsed strategic plan, along with an
implementation plan detailing time lines and accountability

mechanisms.
Stage 2— The endorsed strategic plan is implemented. Key components of this
Implement stage are to:

e assign responsibility for managing implementation in line with the
governance mechanisms defined in Stage 1

e check progress throughout implementation, such as through a
gateway review process.

Stage 3— Outcomes are measured and the strategic plan is evaluated to establish

Evaluate whether or not it is achieving the desired goals and impact, and
delivering expected benefits.

Stage 4— A decision is made about whether the strategic plan is still valid. If

Confirm necessary, the strategic plan is updated or a new one developed.

Source: VAGO.

In Section 3.3, we discuss what we found at the four health services, focusing on the
weaknesses we identified.

3.3 Health services ICT strategic planning

Figure 3B shows that the four health services have in place most of the elements of
the four stages of strategic planning.

Figure 3B
ICT strategic planning process in the health services
Step BHS EH MH NH
Stage 1 In place In place Partially in place In place(a)
Stage 2 In place In place In place In place(a)
Stage 3 In place In place In place In place(a)
Stage 4 In place In place In place Partially in place

(a) These assessments are based on the planning process for NH's 2014 ICT strategic plan. NH
does not have a current ICT strategic plan, following a change in strategic direction in 2016
(see Section 3.3.4).

Source: VAGO.
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3.3.1 Stage 1—Develop and endorse a strategic plan

BHS, EH and NH have all of the key components for Stage 1 in place. MH has most of
the components in place.

Melbourne Health’s planning process

MH was unable to show us sufficient evidence that it has a robust process for
preparing its ICT strategic plan.

MH prepared an ICT strategic plan for 2015—-20. Supporting documents indicate that
MH'’s executive approved this plan in 2015, although the documents we saw do not
state the date of approval.

The strategic plan identifies four priority areas:

. innovation, transformation and collaboration
. patient, consumer and workforce

. technology

. governance and sustainability.

For each of the four priorities, the ICT strategic plan includes deliverables, related

projects and expected project outcomes. It includes a list of potential projects and their

status, and identifies project owners. At the time of our audit, MH’s two most significant

ICT projects are:

. the electronic medical record (EMR) clinical ICT system, in collaboration with the
Royal Women'’s Hospital and Peter MacCallum Cancer Centre

. the Pathology Laboratory Information System replacement project.

MH’s ICT strategic plan and other documents we saw did not give us enough
background information to understand how MH prepared its strategic plan. MH told us
that executives and other relevant stakeholders took part in ICT strategic planning but
we saw no records of stakeholder engagement activities.

MH did not define clearly how it will review and monitor progress of the ICT strategic
plan implementation against the four priority areas. In practice, progress monitoring
occurs at project level.

We note that MH has adequate processes for tracking the progress of key ICT
projects, including gateway review processes for the two significant ICT projects
mentioned above. Progress monitoring at project level may not provide enough
assurance that ICT projects continue to align with the overall ICT strategic direction,
especially when there are variations in project scope.
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3.3.2 Stage 2—Implement the endorsed strategic plan

All four health services have in place key components to ensure that they implement
their ICT strategic plan effectively. They have assigned roles and responsibilities for
implementation and mechanisms in place to monitor progress. The evidence of a
strong emphasis on ICT project governance also shows that all four health services
are committed to implementing projects effectively.

3.3.3 Stage 3—Evaluate the endorsed strategic plan

A health service must evaluate whether a strategic plan is on track to meet intended
objectives and realise expected benefits, so that it can assess whether it needs to
make any changes to the strategic plan.

Evaluating and analysing benefit realisation form part of the four health services’
strategic planning. Governance mechanisms in place at EH, BHS and NH
appropriately require benefits realisation analysis. MH carries out benefits realisation
analysis in its gateway reviews.

3.3.4 Stage 4—Confirm the continued validity and

relevance of the endorsed strategic plan

BHS, EH and MH showed us evidence that they carried out Stage 4 as part of their
ICT strategic planning process. Although NH showed us evidence of updating a
previous ICT strategic plan based on outcomes from Stage 3, it was unable to show
robust analysis to support a recent change to their ICT strategic direction.

Northern Health’s change of strategic direction

In 2014, NH’s board approved an ICT strategic plan for 201520, which set out how
NH would achieve its strategic objectives. The plan stated clearly that NH would
pursue a ‘best-of-breed’ system—sourcing the best available component for each part
of the system, rather than choosing an integrated system from one provider, which
may have individual components that are not the best available.

In March 2016, the board revised this ICT strategic direction and approved a move to
adopting the integrated clinical ICT system that was previously mandated under
HealthSMART.
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Board meeting minutes listed several advantages in moving to the HealthSMART

system. These advantages included:

. an existing statewide licence

. clinical processes and workflows already in place

. potential clinical ICT integration with another HealthSMART site in northern
Melbourne.

The minutes also noted that the department encouraged and approved the change in
direction.

Although adopting the HealthSMART clinical ICT system brings benefits, NH could not
show that it properly analysed the advantages and disadvantages of other available
options. This means that the board cannot be assured that the decision will deliver the
best outcome for NH.

Northern Health’s strategic plan

Although NH’s change of strategic direction was approved in March 20186, it has yet to
release a new ICT strategic plan to guide the adoption of what will be a significant
investment in clinical ICT. During the audit, NH told us that it was preparing a new
strategic plan.

3.4 Achieving integration and interoperability

One of the Framework’s objectives is to achieve clinical ICT integration and
interoperability within each public health service and throughout the sector.
Interoperability of clinical ICT systems will help ensure that health services can care for

patients using all relevant clinical information, irrespective of where previous care was
given.

Achieving this objective requires coordinated planning and implementation of
compatible clinical ICT systems throughout the health sector. The department plays a
critical role as systems manager to set, and help health services to meet, statewide
standards that will enable interoperability.

3.4.1 Status of clinical ICT systems

In our 2013 audit, Clinical ICT Systems in the Victorian Public Health Sector, we found
considerable variation in the nature and extent of clinical ICT systems in use in the
public health sector. This remains true.

Apart from at EH, local or regional needs rather than a statewide focus have driven
how the other three health services have prepared their clinical ICT systems. This is
not surprising, since decision-making on ICT systems development and
implementation has been devolved to each health service, and they operate within
tight fiscal constraints. Another notable contributing factor is the department’s
historically poor leadership, and inadequate guidance and support for ICT strategic
planning at health services.
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Ballarat Health Services

BHS initially introduced a scanned medical record system in December 2009. This
provided BHS with digital capability for, among others, pathology and radiology results
reporting, medical and nursing handover, admission and discharge medication
management, and discharge summaries.

This system has since evolved into a digital medical record (DMR) and is BHS’s

core application for managing clinical information. Together with the Grampians Rural
Health Alliance, BHS is expanding its DMR to establish a shared regional DMR for the
Grampians region.

Despite these changes, BHS’s core medical record documentation and clinical
processes remain largely manual and paper-based. BHS is now aiming to
incrementally transition to an EMR system for the efficient delivery of health care.
During the audit, BHS submitted a concept brief for an EMR to the department.

Eastern Health

Of the four health services, EH is most advanced in implementing its clinical ICT
system, which has been designed to enable statewide interoperability. This is because
EH became a HealthSMART site in 2003, and implemented the state-approved clinical
ICT system.

Northern Health

NH'’s previous ICT strategic plan, which was approved in 2014, proposed a
best-of-breed solution. The plan identified the need for a foundation stage to prepare
for a more mature clinical ICT system.

Due to the change in strategic direction, NH has completed only the highest priority
activities of the foundation stage—improving ICT connectivity by upgrading desktop
computers, preparing a mobile device strategy and putting in place a standard
operating environment. NH has also begun to electronically scan paper medical
records as part of its implementation of an integrated EMR system.

Melbourne Health

In 2003, the department chose MH as one of the health services to introduce the
HealthSMART program, but this did not go ahead because funding ran out. MH
continues to use paper medical records and has lower clinical ICT capability than the
other three health services. It is the last major teaching hospital in Victoria that uses
solely paper records. A total of 1.28 million medical record movements were recorded
in MH'’s tracking system in 2011, requiring 49 full-time-equivalent staff to manage.

In September 2016, MH began electronic scanning of medical records. This is
intended as an interim solution ahead of the planned EMR implementation with Peter
MacCallum Cancer Centre and the Royal Women’s Hospital.
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3.4.2 Engagement and support

Senior ICT staff at BHS, MH and NH reported that the department had historically
provided limited support during their ICT strategic planning.

EH has worked better with the department because:
. key members of the EH ICT management team worked on the Framework
. the department actively helped to govern the introduction of HealthSMART at EH.

The other three health services told us that the department provided more engagement
and support after August 2015, when it appointed a Health CIO, who takes part in:

. health service meetings

. governance committees for major ICT initiatives at the health services

. other health sector forums.

This active engagement will help to achieve sector-wide integration and
interoperability.

3.5 Aligning with government strategic priorities

In Part 2, we noted that the four health services do not refer to the Framework. To
identify how their ICT strategic plans align with the Framework, we compared the
themes of the BHS, EH and MH ICT strategic plans with the strategic priorities of the
Framework. NH lacks a current ICT strategic plan.

BHS’s ICT strategic plan reflects the intent of seven of the Framework’s 10 priority
strategic initiatives, as shown in Figure 3C. EH's ICT strategic plan is fully aligned with
the intent of the priority strategic initiatives of the Framework. This is not surprising,
considering it is a HealthSMART site that has had, and continues to receive, strong
engagement and support from the department. MH’s ICT strategic plan is also aligned
with the intent of the Framework’s priority strategic initiatives.

Figure 3C
Health services’ ICT strategic plans—alignment with the Framework

Priority strategic initiatives in the Framework

Enable consumer access to health information and tools

Deliver summary of care documents—eDischarge and eReferral

Deliver core clinical information systems

Support clinicians by improved clinical decision support

Support high-quality research including value from translational research
Support high-quality teaching and training

Deliver business intelligence capabilities

Enable common standards and architecture—statewide focus

Deliver mandatory infrastructure

Develop and sustain resources and processes that further the Framework’s
objectives

Note: v Alignment observed, x Alignment not observed.
Source: VAGO.

KX x X X ¥ X X X ¥
AN NN VU N N N NN
AN NN VU N N N NN
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3.6

Despite the identified gaps, all four health services are strengthening their clinical ICT
systems to increase the use of data for better decision-making, and to improve patient
safety and efficiency in clinical delivery.

Sharing innovative approaches to ICT

When demand for funding exceeds available funding, innovative thinking can result in
increased efficiencies and cost reductions to enable delivery within the available
budget.

During our review of the four health services, we found that EH and NH have
implemented a ‘virtual desktop’ solution to reduce the costs associated with
maintaining up-to-date software and operating systems on individual desktops. BHS
has also adopted a virtual desktop solution, which will be phased in from June 2017. At
the time of our audit, MH was considering similar options.

Virtual desktop technology is a central data centre and set of applications that

authorised users can access from any computer. As well as reducing costs, this

technology offers health services four main benefits:

. ICT managers can centrally control the applications available to users and
prevent the use of unapproved applications

. every user has an individual login, so all activity can be tracked, creating an audit
trail and providing robust data security

. start-up times are much faster, giving users quick access to systems

. clinicians can use their own devices to access the system from any location.

Virtual desktop technology may help health services save money. In the case of NH,
for example, the three-year projected cost to replace all of the computers running on
unsupported operating systems was $2.4 million. The virtual desktop solution was
implemented for about $1.2 million—a saving of $1.2 million, or 50 per cent.

However, some health services do not find virtual desktop technology to be
cost-effective. MH has determined that the technology is too expensive for its
purposes, and is considering other options.

It is encouraging to see that the four health services are considering or implementing
ICT solutions that best use limited funding, although they did not share knowledge of
their chosen solutions and were implementing them in isolation. Benefits of innovation
will be maximised when a culture and mechanism for sharing innovative approaches
and ideas, and lessons from their implementation, are embedded in the sector.

One of the 16 action items from the Framework is for the department to establish a
collaborative, knowledge-sharing environment. The department informed us that
GovDex, the government’s secure knowledge-sharing collaboration tool, and the
Health CIO forums are used to share and exchange information with the public health
sector. However, knowledge-sharing appears not to have been fully embedded.
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Appendix A.
Auait Act 71994 section 16—

submissions and comments

We have professionally engaged with the Department of Health and Human Services,
the Department of Premier and Cabinet and the four audited health services—Ballarat
Health Services, Eastern Health, Melbourne Health and Northern Health throughout
the course of the audit. In accordance with section 16(3) of the Audit Act 1994 we
provided a copy of this report or relevant extracts to those agencies, and requested
their submissions and comments.

Responsibility for the accuracy, fairness and balance of those comments rests solely
with the agency head.

Responses were received as follows:

Department of Health and HumMan SErviCeS.........ccciiviieiiiiiiiieie e 34
Department of Premier and CabiNet ............covviiiiiiiiiiiiiii e 39
Ballarat Health SErVICES ......couuiiiiiiee e 40
BAStern HEalth .........ooi e e 41
MelboUrNe HEAITN .......cooiii e 42
NONEIN HEAITN ... e e 43
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Appendix A. Audit Act 1994 section 16—submissions and comments

RESPONSE provided by the Secretary, Department of Health and Human
Services
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Appendix A. Audit Act 1994 section 16—submissions and comments

RESPONSE provided by the Secretary, Department of Health and Human
Services — continued
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Appendix A. Audit Act 1994 section 16—submissions and comments

RESPONSE provided by the Secretary, Department of Health and Human

Services — continued
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Appendix A. Audit Act 1994 section 16—submissions and comments

RESPONSE provided by the Secretary, Department of Premier and Cabinet
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Appendix A. Audit Act 1994 section 16—submissions and comments

RESPONSE provided by the Chief Executive Officer, Ballarat Health Services
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Appendix A. Audit Act 1994 section 16—submissions and comments

RESPONSE provided by the Board Chair, Eastern Health
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Appendix A. Audit Act 1994 section 16—submissions and comments

RESPONSE provided by the Executive Director, Corporate and Information
Services, Melbourne Health
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Appendix A. Audit Act 1994 section 16—submissions and comments

RESPONSE provided by the Chief Executive, Northern Health
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Appendix B.
The health ICT project

assurance framework

Figure B1 is an overview of the Department of Health and Human Services’ health ICT
project assurance framework, developed by its Digitising Health branch. It is based on
assurance activities at key project milestones from feasibility and planning to project
closure. The milestones are in line with the government’s gateway review process.

Figure B1
The health ICT project assurance framework

Source: VAGO, based on the Department of Health and Human Services’ health ICT project assurance framework.
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Auditor-General’s reports

Reports tabled during 2016-17

Report title Date tabled
Enhancing Food and Fibre Productivity (2016-17:1) August 2016
Audit Committee Governance (2016-17:2) August 2016
Meeting Obligations to Protect Ramsar Wetlands (2016-17:3) September 2016
Efficiency and Effectiveness of Hospital Services: Emergency Care (2016-17:4) October 2016

High Value High Risk 2016-17: Delivering HVHR Projects (2016-17:5)

October 2016

Security of Critical Infrastructure Control Systems for Trains (2016-17:6)

November 2016

Financial Systems Controls Report: 2015-16 (2016-17:7)

November 2016

Auditor-General’'s Report on the Annual Financial Report of the State of Victoria,
2015-16 (2016-17:8)

November 2016

Water Entities: 2015-16 Audit Snapshot (2016-17:9)

November 2016

Portfolio Departments and Associated Entities: 2015-16 Audit Snapshot (2016-17:10)

November 2016

Local Government: 2015-16 Audit Snapshot (2016—-17:11)

November 2016

Public Hospitals: 2015-16 Audit Snapshot (2016-17:12)

November 2016

Access to Public Dental Services in Victoria (2016—17:13)

December 2016

Managing the Performance of Rail Franchisees (2016-17:14)

December 2016

Managing Community Corrections Orders (2016-17:15) February 2017
Regulating Gambling and Liquor (2016-17:16) February 2017
Managing Public Sector Records (2016-17:17) March 2017
Effectiveness of the Environmental Effects Statement Process (2016-17:18) March 2017
Managing Victoria's Planning System for Land Use and Development (2016—17:19) March 2017
Public Participation in Government Decision-Making (2016—17:20) May 2017
Public Participation and Community Engagement: Local Government Sector May 2017
(2016-17:21)

Board Performance (2016-17:22) May 2017
Managing School Infrastructure (2016—17:23) May 2017

VAGO'’s website at www.audit.vic.gov.au contains a comprehensive list of all reports issued by VAGO.




Availability of reports

All reports are available for download in PDF and HTML format on our website
www.audit.vic.gov.au

Victorian Auditor-General's Office
Level 24, 35 Collins Street
Melbourne Vic. 3000
AUSTRALIA

Phone: +61 3 8601 7000
Fax: +61 3 8601 7010
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