VAGO

Victorian Auditor-General’s Office

Security of Water
Infrastructure

Control Systems

May 2019

Independent assurance report to Parliament
2018-19: 22






VAGO

n Auditor-Gen

Security of Water
Infrastructure
Control Systems

Ordered to be published
RRRRRRRRRRRRRRRRRRRRRRRRRR

PP no 28, Session 2018-19



This report is printed on Monza Recycled paper. Monza Recycled is certified Carbon Neutral by The Carbon Reduction Institute
(CRI) in accordance with the global Greenhouse Gas Protocol and ISO 14040 framework. The Lifecycle Analysis for Monza
Recycled is cradle to grave including Scopes 1, 2 and 3. It has FSC Mix Certification combined with 99% recycled content.

ISBN 978 1925678 46 8



VAGO

Victorian Auditor-General’s Office

The Hon Shaun Leane MLC The Hon Colin Brooks MP
President Speaker

Legislative Council Legislative Assembly
Parliament House Parliament House
Melbourne Melbourne

Dear Presiding Officers

Under the provisions of section 16AB of the Audit Act 1994, | transmit my report
Security of Water Infrastructure Control Systems.

Yours faithfully

\‘\
Andrew é§ves
Auditor—Ge}e\QJl

29 May 2019






AUIT OVEIVIEW vttt ettt e ettt s et e s et taae s e et aaeseeetansseestsnseessanseesssnanseees 7

CONCIUSION ittt ettt e rb e et s bt e s be e s a b e e sab e e s st e e saeeebeeesbtesabeesabaesasbeeeseesabaesnseenane 8
Findings
RECOMMENAATIONS..cuetiiiiiiiiie ettt ettt e s bt e st e e sb e e e sateesbeesbeesabeesbee s beeenaeeenns 10
Responses to reCoOMMENAAtIONS .....coiuiiriiiiiiirie ettt sttt e s sbe e s sbeesbeesbeesenes 10
YU T [ o] o =) P 11
00 R VA T o - MY | T Y =T o1 o PSSP 12
1.2 Control systems and their USE .........cooiiiiiiiiiiiiiie e s 13
1.3 SecUriNg CONTrOl SYSTEMIS ...cueiiiiiiiiie ittt ettt e s b s sbeesbeesneesaes 13
1.4 RespoNSibility fOr SECUITY .eooviiiiiiiieiie ettt s sbee s e 19
1.5 Better practice cybersecurity standards for control systems...........cccceeeeiiieeeciieecccciiee e, 20
1.6 PrevioUs @UAITS c.uuieiiiiiieieiiie ettt ettt e s e e e st e e s bbe e e st e e e sabae e e nabeeesnbae e e e e naneeas 21
1.7  Why this audit is IMPOrtant ..........oooiiiiiiiiiiei e e e e e e e e arr e e e e e s e e arraaee s 22
1.8 What this audit examined and NOW .........coiiiiiiiiiiiiie e 22
R T Y= To ] o Y 0 [ o U T 22
2 Strengthening control SyStem SECUNITY ......evieeiiiieciiiiiee e 23
2.1 CONCIUSION 1eiuttiiiieiiie ettt sttt et e et sat e e st e e sbe e e sbe e e be e sabeesabeesabeesaseesseeeseeenbaesnseseenseeenes
2.2 Security vulnerabilities
2.3 Approaching security holiStiCally .......c..oeieuiiiiiiie e e e 26
2.4 Rebalancing SECUNItY FOCUS ....coccuiiie ettt et e e e et e e e e aee e e s tae e e e areeeennees 28
2.5 Comprehensively assessing SECUNILY FISKS ......cciiieiiiiiieiieiiie ettt 29
2.6 Improving response to cybersecurity iNCIdeNnts..........ccoeciieeiiciie e 31
Appendix A. Audit Act 1994 section 16—submissions and comments ..................... 33

Victorian Auditor-General’s Report Security of Water Infrastructure Control Systems



Acronyms and abbreviations

ACSC Australian Cyber Security Centre

ASD Australian Signals Directorate

BW Barwon Water

DELWP Department of Environment, Land, Water and Planning
DPC Department of Premier and Cabinet

EM Act Emergency Management Act 2013

EMV Emergency Management Victoria

IGEM Inspector-General for Emergency Management

MW Melbourne Water

NIS Directive Network and Information Systems Directive

NIST National Institute of Standards and Technology
oviIC Office of the Victorian Information Commissioner
PDSP Protective Data Security Plan

SCADA supervisory control and data acquisition

USA United States of America

VAGO Victorian Auditor-General’s Office

VDP Victorian Desalination Plant

VPDSF Victorian Protective Data Security Framework
VPDSS Victorian Protective Data Security Standards
Water SRP Water Sector Resilience Plan

YVW Yarra Valley Water
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Throughout this report
we refer to infrastructure
control systems as
‘control systems’, and the
water authorities and VDP
as ‘water providers’.

Cyberattacks can range
from email scams, to
physical intrusion, to
state-sponsored
disruption of computer
systems, such as those
that manage the
electricity grid, water
supply or transport
networks.

Security architecture is
the design of security
controls within a
computer system.

A vulnerability
assessment finds and
ranks weaknesses in a
computer system. It
informs an organisation of
potential threats to its
computer systems so it
can respond to them.
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Infrastructure control systems, or industrial control systems, are technology
used to operate and monitor infrastructure assets. Control systems are critical
to delivering the services they support, such as electricity, water, sewerage, gas,
transport, and manufacturing. Water providers rely on these systems to monitor
or control a portion of their water and sewerage infrastructure assets.

Victoria has 19 state-owned water authorities and the privately operated
Victorian Desalination Plant (VDP). Water authorities manage water and
sewerage services within their geographic areas, while VDP delivers desalinated
seawater under contract with the state government. As critical services, water
and sewerage must be safe, reliable, and secure.

Control systems are increasingly the target of cyberattacks worldwide. This
ever-evolving risk is noted in recent audits of these systems in the water and
energy sectors undertaken in Queensland and Canada respectively, and an
annual review by the United States of America’s (USA) Department of Homeland
Security.

Our 2010 audit Security of Infrastructure Control Systems for Water and
Transport found significant weaknesses in control system security, making them
vulnerable to cyberattack. We completed a follow-up audit in 2016, Security of
Critical Infrastructure Control Systems for Trains, and found little improvement
in that sector. This audit follows up on the water sector.

The objective of this audit was to determine whether control systems in the
water sector are secure. We reviewed governance arrangements over these
systems at four water providers:

e Barwon Water (BW)

e Melbourne Water (MW)
e VDP

e Yarra Valley Water (YVW).

We also undertook a security architecture review, vulnerability assessment and
a physical security inspection of a sample of sites to determine whether any
weaknesses in security would put the audited water providers at risk of a
successful cyberattack.

We included the Department of Environment, Land, Water and Planning
(DELWP) and Emergency Management Victoria (EMV) in the audit. DELWP has
overall responsibility for the state’s water and sewerage services, and a
leadership role in emergency management and water sector resilience. EMV
leads and coordinates Victoria’s emergency management and plays a key role in
critical infrastructure resilience.
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Cybersecurity is the
defence of computer
systems from a
cyberattack.

Corporate systems
provide applications for
customer support,
communication, and
business processes.

Water providers lack a strategic approach to managing cybersecurity risks that
integrates their corporate and control system environments and aligns to
leading industry security standards for control systems.

This exposes control systems to the risk of a successful cyberattack, particularly
by a trusted insider or an intruder breaching physical security and gaining
unauthorised access.

While the audited water providers have actively improved the security of their
corporate systems against cyberattacks, the evolving threat landscape requires
water providers to now increase their focus on assessing and significantly
strengthening their control system security.

Historically, control systems were isolated from each other, and from corporate
systems. Now, water providers use communications technologies to enhance
remote control and monitoring capabilities, making it easier for malicious
cyberattackers to exploit vulnerabilities to disrupt and damage control systems.
Consequently, water providers’ focus needs to shift from protecting corporate
systems to an integrated security architecture for both systems.

However, water providers have not designed and implemented a security
architecture for control systems that is informed by leading industry security
standards, to guide a strategic and integrated approach to security.

Our vulnerability testing highlights the lack of a control system security
architecture. We conducted vulnerability testing at each water provider over a
three-day period, on a sample of business-critical water and sewerage sites and
assets. Risk assessment of the likelihood and impact of each vulnerability
occurring, to determine the necessary security measures, was not part of this
audit. We also did not review or test water providers’ corporate systems.

Our test results show that the audited water providers’ current approaches to
securing control systems from unauthorised access and use can be significantly
improved. We communicated identified vulnerabilities to each water provider.
Water providers advise they are committed to improving the security of their
control systems and working to address these vulnerabilities.

Water providers have executive sponsors responsible for securing both
corporate and control systems. However, they have undertaken limited
reporting to their executive on control system security, presenting an
opportunity for further attention to this emerging risk area.
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Water providers have started to build skills specific to control system security.
However, more needs to be done to enhance expertise in this specialised field
to effectively manage and improve the security of these systems. In addition,
they have not clearly defined and documented roles and responsibilities for the
security of these systems.

Since our 2010 audit, water providers’ risk assessments have driven significant
investment in enhancing the security of their internet-facing corporate systems
and protecting their control systems by separating them from corporate
systems. However, control system security at the asset level has not been
prioritised.

Water providers have not completed a detailed assessment of the current
security risks for control system assets and do not have comprehensive asset
information. They have focused their attention on risks to their corporate
systems and on high-level control system risks. Therefore, they have not
designed or built their control system security based on a thorough and detailed
understanding of their assets, vulnerabilities and risks to ensure security
measures are proportionate to those risks.

Water providers need a greater understanding of the cybersecurity
vulnerabilities and risks across the whole organisation at all levels of their
systems to make informed decisions on the appropriate level of security for
each part of the business.

The water sector’s approach to emergency management has improved,
incorporating cybersecurity incidents in emergency exercises. DELWP, as the
agency responsible for building water sector resilience, is also leading strong
sector engagement and information sharing.

Security of Water Infrastructure Control Systems



We recommend that Barwon Water, Yarra Valley Water, the Department of
Environment, Land, Water and Planning (as the contract manager for the
Victorian Desalination Plant), and Melbourne Water:

1. adopt a holistic approach to cybersecurity by integrating security efforts
across both the corporate and control system environments (see
Section 2.3)

2. clarify roles and responsibilities for control system security governance (see
Section 2.4)

3. identify control system asset security vulnerabilities and risks at the
detailed level (see Section 2.5)

4. design, build and maintain a security architecture proportionate to risk that
is based on leading industry security standards for control systems (see
Section 2.5).

We made no recommendations to Emergency Management Victoria.

We consulted with BW, DELWP, EMV—response received from the Department
of Justice and Community Safety (DJCS)—MW, VDP and YVW, and we
considered their views when reaching our audit conclusions. As required by
section 16(3) of the Audit Act 1994, we gave a draft copy of this report to those
agencies and asked for their submissions or comments. We also provided a copy
of the report to the Department of Premier and Cabinet (DPC).

The following is a summary of those responses. The full responses are included
in Appendix A.

BW, DELWP, MW and YVW acknowledge the need and are committed to
improving cybersecurity of control systems that operate infrastructure in the
water sector.
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In recent years, cyberattacks have increased globally and government agencies
across Australia are responding to escalating threats. Parliamentarians’ emails
have been compromised and hospitals’ patient data has been hacked with
ransoms demanded for its release. The importance of effectively securing
computer systems and the information they hold is clear.

Control systems, while unseen to most, play an important part in Victorians’
daily lives. They are integral to the supply of critical services such as water,
sewerage, electricity, gas, and transport. Water providers rely on control
systems to safely and securely supply and distribute clean water and treat and
dispose of wastewater.

From the 1960s, control systems began to be used to electronically operate and
monitor infrastructure, replacing the onsite personnel who would manually
operate equipment. These systems play a key role in improving service
efficiency and reliability.

Control systems were originally designed and built as isolated, stand-alone
systems. Over time they have been integrated at an operational level, and more
recently with corporate systems through incorporating telecommunication
services relaying information and data, increased connectivity to the internet to
improve remote operation, and cloud-based services to improve a range of
support services.

This increased integration improves efficiency and reliability, but makes control
systems more vulnerable by increasing the potential entry points to be exploited
in a cyberattack. A successful attack poses risks to public health and safety, the
environment, and business operations through the manipulation of operational
data and service disruptions. It is critical that water providers understand these
security vulnerabilities in control systems and have structures and processes to
identify, protect, detect, respond to, and recover from security breaches when
they occur.

Victorian Auditor-General’s Report Security of Water Infrastructure Control Systems



Victoria’s water sector consists of 19 state-owned water authorities and the
privately operated VDP. Water authorities provide a range of services to
customers within their geographic service areas including water treatment,

quality and distribution, and sewerage services. Figure 1A shows the geographic
location of Victorian water authorities.

Figure 1A

Map of Victorian water authorities
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Source: Water Sector Resilience Plan 2018-19, DELWP.

We assessed three water authorities, BW, MW and YVW, and the privately

operated VDP. For the purposes of this report we refer to these organisations as
water providers.

MW provides bulk water and sewerage services in metropolitan Melbourne, and

manages water courses and major drainage systems in the Port Phillip and
Westernport regions.

Three water providers, including YVW, service the Melbourne metropolitan
area. The remaining 16 water authorities, including BW, provide water supply
and sewerage services to customers in regional and rural Victoria.
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The state government contracts VDP to desalinate seawater for delivery to MW
and other authorities in quantities ordered by the Minister for Water each year.
VDP helps guarantee a reliable, sustainable water supply as it is the only source
of water that does not rely on rain. The plant can deliver up to 150 gigalitres of
high-quality drinking water a year—one-third of Melbourne’s needs—if
required. The 2019-20 water order is 125 gigalitres. There are significant
contractual incentives to ensure that VDP delivers the volume of water ordered
each year.

DELWP has overall responsibility for the state’s water resources and sewerage
services and an emergency management leadership role in water sector
resilience.

EMV leads and coordinates emergency preparedness, response and recovery
across the emergency management sector, including the water sector. EMV
maintains the critical infrastructure register for the state and plays a key role in
the state’s approach to critical infrastructure resilience, including the water
sector.

Control systems are the technology used to operate and monitor infrastructure
assets. These systems include the hardware and software that controls
equipment and the information technology that gathers data. It includes
supervisory control and data acquisition (SCADA) systems, process control
systems, and other devices such as programmable logic controllers.

Water providers use control systems to operate and monitor water
infrastructure such as water and sewerage networks and treatment plants. One
of the benefits of control systems is that they allow water providers to manage
sites remotely, reducing the need to have onsite staff at all the sites where their
infrastructure is located.

Cybersecurity is the practice of protecting computer systems from unauthorised
access, cyberattacks, or damage. Cyberattacks can be internal or external and
are usually aimed at accessing, changing or deleting sensitive information or
disrupting business processes and services. Implementing effective
cybersecurity measures is becoming more challenging as technology evolves
and cyberattackers become more innovative and sophisticated.

Control systems are becoming more connected to corporate systems and the
internet. Security approaches are necessary equally across both environments
because there are many potential entry points to these systems that
cyberattackers can exploit. As technology becomes more affordable and with
the advent of the Internet of Things—electronic devices with embedded
technology allowing connection to the internet—everything is more connected.
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Addressing control system security poses different challenges due to the
specialised hardware and software, and the need to maintain reliable, available,

and supportable services.

A useful way to distinguish and understand these two environments is to
examine the computer systems and activities that occur in each of them. Figure
1B illustrates the difference between the corporate systems environment (Levels
4 and 5) and the control system environment (Levels O to 3). Corporate systems

were out of scope of this audit.

Figure 1B
Corporate and control system hierarchy
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Source: VAGO, based on the Purdue Model for Control System Hierarchy.

How are systems best secured

Effective cybersecurity requires a coordinated and balanced approach across the
system hierarchy including the domains of security—personnel, physical,
computer systems, and information management. This approach provides
security coverage across both the corporate and control system environments to

comprehensively manage security vulnerabilities.

Security of Water Infrastructure Control Systems
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There are currently no Victorian or Australian security standards specific to
control systems. In the USA, the National Institute of Standards and Technology
(NIST) developed a Framework for Improving Critical Infrastructure
Cybersecurity and a guide to control system security, NIST Special publication
800-82. The framework and guide offer a risk-based approach to managing
cybersecurity for critical service providers, and are leading better practice
guidances endorsed by industry.

At the core of this framework are five functions that guide cybersecurity risk
management:

o Identify—the resources that support critical business services, their assets,
and security risks.

e Protect—develop and implement safeguards to ensure delivery of services.
This includes access control, awareness and training and data security.

e Detect—develop and implement activities to monitor and detect a
cybersecurity incident.

e Respond—develop and implement activities to respond to a cybersecurity
incident.

e Recover—develop and implement activities to maintain plans for resilience
and to restore services affected by a cybersecurity incident.

Cybersecurity threats to water control systems can pose significant risks to
public health and safety, the environment, and business operations. Figure 1C
describes the impacts on water providers, critical services and the public of a
potential cyberattack on water control systems.
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Figure 1C
Potential impacts of a cyberattack on water control systems
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Source: VAGO.

Figure 1D outlines past cyberattacks on control systems, how the attack was
committed, and the impact the attack had on control systems.

16 Security of Water Infrastructure Control Systems Victorian Auditor-General’s Report



Figure 1D

Cyberattacks and risks to control systems
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According to the Australian national guidelines for protecting critical
infrastructure, water providers as operators and VDP as custodians of critical
infrastructure are responsible and accountable for protecting this infrastructure,
including the control systems that support them.

In addition, under the Victorian Protective Data Security Framework (VPDSF) the
water providers as control system operators are required to assess and report
their management of information and data security risks.

Federal efforts to improve cybersecurity

The Australian Cyber Security Centre (ACSC), part of the Australian Signals
Directorate (ASD), leads the Australian Government’s efforts to improve
cybersecurity. ACSC monitors and assesses the national cyber risk environment,
provides guidance, and investigates cybersecurity incidents. The Joint Cyber
Security Centre represents ACSC in Victoria. All water providers subscribe to
ACSC updates and are members of security forums.

Victoria’s role in cybersecurity

In 2017, the Victorian Government released the Cyber Security Strategy to
improve agencies’ detection and prevention capabilities, and responses to
cyberattacks. The strategy acknowledges that the compromise of control
systems can result in a major disruption to critical services to the community.
Key to the strategy is a whole-of-government approach to information security,
including the creation of cyber services, capabilities, reporting, executive
engagement, and information dissemination.

The strategy notes that DPC, in consultation with EMV, is developing clearer
cyber emergency governance arrangements. It also acknowledges that the
compromise of control systems, including SCADA systems, can result in a major
service disruption to the community. The strategy calls for the establishment of
a SCADA cybersecurity working group to develop and implement a cybersecurity
program to build readiness and capability. This group was established in May
2017 but the group determined in 2018 that SCADA matters would be better
dealt with by the eight Sector Resilience Networks, established under Victoria’s
Critical Infrastructure Resilience Strategy. The Water Sector Resilience Network
is a DELWP-led forum for the water sector to collaborate on resilience matters
by sharing information and experiences.

In June 2016, the government introduced the VPDSF under the Privacy and Data
Protection Act 2014. The VPDSF requires agencies, including water authorities,
to manage and report on information and data security.
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Government agencies, including water authorities, have mandatory
requirements under the VPDSF to:

e undertake a detailed security risk profile assessment

e complete a Victorian Protective Data Security Standards (VPDSS)
self-assessment

e develop a detailed Protective Data Security Plan (PDSP)

e submit a PDSP including an annual attestation to the Office of the Victorian
Information Commissioner (OVIC)

e review the PDSP at least every two years, or sooner if there is significant
organisational change.

All water authorities submitted their first required PDSP on 31 August 2018.
OVIC advised that it expects these reports to include security programs and
practices which may include reference to control systems.

Managing Australia’s security risks

Federal legislation designed to identify critical infrastructure assets to manage
Australia’s security risks came into effect in July 2018. The legislation includes a
range of obligations and powers relating to critical infrastructure assets,
including the water sector. The Critical Infrastructure Centre is responsible for
working with infrastructure owners and operators to identify assets and manage
risks of coercion, espionage and sabotage. Reporting requirements commenced
on 1 January 2019.

Critical infrastructure in Victoria

In July 2015, the state’s emergency risk management arrangements for critical
infrastructure resilience came into effect, including:

e Part 7A of the Emergency Management Act 2013 (EM Act)
e Victoria’s Critical Infrastructure Resilience Strategy, which drives the

requirement for a Water Sector Resilience Plan (Water SRP) developed by
DELWP in conjunction with operators

e the Water Sector Resilience Network.

These arrangements require critical service providers to assess the importance
of their infrastructure and identify interdependent assets, including computer
systems needed to continue the delivery of these services. Control systems are
an example of an interdependent computer system that service providers
should assess.
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DELWP undertakes a broader role in leading the planning for water sector
resilience through annual development of a Water SRP. The Water SRP includes
information on the key emergency risks for the sector and critical dependencies
and identifies resilience improvement initiatives for the coming year. The
2018-19 Water SRP identified cybersecurity as a high-risk area for the water
sector and includes the following resilience improvement initiatives designed to
improve cybersecurity resilience:

e focusing on cybersecurity risks in Water Sector Resilience Network meetings
and activities

e reviewing water sector emergency response plans, protocols and guidance

e exercising emergency response plans by DELWP and water agencies.

The Inspector-General for Emergency Management (IGEM) monitors, reviews
and assesses critical infrastructure resilience at a system level. IGEM’s 2017
report, Critical Infrastructure Resilience—Implementation Progress Report,
states that it was satisfied that government organisations work collaboratively
with their sectors in implementing activities in line with the state’s
arrangements. The report notes that the water sector, led by DELWP, is engaging
with emerging issues such as cybersecurity, and has run an exercise to test
emergency management processes and capabilities based on a cybersecurity
scenario.

Neither Victoria nor Australia have formally adopted security standards specific
to control systems. Other states and countries have developed and/or adopted
security standards specific to control systems. Examples include:

e Transport for NSW adopted /EC 62443 —Security for Industrial Automation
and Control Systems as a mandatory standard effective July 2018. IEC 62443
is the global standard for the security of control systems and helps
organisations reduce the risk of exposing these systems to cyberattacks.

e |n 2016, the European Union developed the Network and Information
Systems Directive (NIS Directive) to improve the security and resilience of
control systems for critical services across all member countries. The NIS
Directive requires the adoption of IEC 62443, and the United Kingdom has
implemented this.

The recent introduction of the VPDSS has driven water providers to assess their
information security arrangements. The VPDSS were designed to uplift Victorian
government agencies’ information security practices for all systems, based on
the value of the information they hold or systems they operate.
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Essential Eight are
prioritised mitigation
strategies developed by
the ASD to assist
government agencies in
protecting their computer
systems against a range of
cybersecurity threats.

Victorian Auditor-General’s Report

OVIC provides agencies with flexibility in implementing the standards. A list of
high-level security measures called the VPDSS Elements have been derived from
the ‘control reference’ material that is listed within the VPDSS. These provide a
focus point for organisations to then define the controls applicable to their
specific environment. The standards instruct agencies to refer to relevant
sections of the following guidelines to assess and develop their security
measures:

Victorian and Australian guidance:

e Victorian Protective Data Security Framework

e Australian Government Information Security Manual

e Victorian Government Risk Management Framework

e HB 167:2006 Security risk management
e ASISO/IEC 27001/2:2013 Information Technology—Security Techniques

International guidance:
e /SO 31000:2009 Risk Management: Principles and guidelines.

Other sources of guidance

Good practice dictates control system operators should keep pace with technical
developments in these systems. New developments mean operators need to
continually assess and adjust their security measures at all levels of these
systems. Some operators supplement their approach to securing control
systems with Australian guidance and leading industry guidance, including:

Australian guidance:

e ASD—Essential Eight Explained

International guidance:
e |EC 62443—Security for Industrial Automation and Control Systems
e Sherwood Applied Business Security Architecture

e NIST—Framework for Improving Critical Infrastructure Cybersecurity and a
guide to control system security, NIST Special publication 800-82.

In 2010, our audit Security of Infrastructure Control Systems for Water and
Transport noted significant weaknesses in the security of control systems of
water and train operators. Control systems were not adequately secure, and
appropriate governance arrangements were not in place to provide assurance to
management about the security of these systems.

Our 2016 audit Security of Critical Infrastructure Control Systems for Trains
found significant weaknesses remained for trains and limited improvement
since our 2010 audit.
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This audit aims to provide assurance on the adequacy of actions undertaken to
enhance the security of control systems for the water sector.

The audit examined the management of critical water infrastructure at the
portfolio and water provider level to understand the operation of each
provider’s business processes and the security frameworks they use over
control systems. We assessed the effectiveness of the security processes for
control systems used to operate and monitor important water infrastructure.

The security of these assets is critical for the efficient and reliable delivery of
quality water and sewerage services across the state.

Our objective for this audit was to determine whether control systems in the
water sector are secure.

We examined the governance arrangements in place to manage security threats
and events involving control systems and whether the security measures over
these systems ensure operational stability, resilience and consistency.

We engaged technical specialists to undertake a security architecture review,
vulnerability assessment and a physical security inspection of the infrastructure
control system environment within each of the water providers.

We conducted vulnerability testing at each water provider over a three-day
period, on a sample of business-critical water and sewerage sites and assets.
Their corporate systems were not subject to review or testing. Risk assessment
of the likelihood and impact of each vulnerability occurring, to determine the
necessary security measures, was not part of this audit.

We conducted our audit in accordance with section 15 of the Audit Act 1994
and ASAE 3500 Performance Engagements. We complied with the
independence and other relevant ethical requirements related to assurance
engagements. The cost of this audit was $640 000.

Part 2 examines the outcomes of our assessment of the security of control
systems.
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Effective cybersecurity management by water providers requires a risk-based
approach to security, executive sponsorship, appropriately skilled security staff,
and continual review and testing of the strength of security measures. The
approach should be guided by leading industry security standards to ensure the
security measures chosen are effective.

Control systems are increasingly the target of cyberattacks worldwide. This
ever-evolving risk is noted in recent audits of these systems in the water and
energy sectors undertaken in Queensland and Canada respectively. These
systems were previously considered to be low-risk, but this is no longer the
case. For this reason, we reviewed the governance arrangements for control
systems at four water providers and tested their security measures for these
systems.

Water providers lack a strategic approach to managing cybersecurity risks that
integrates their corporate and control system environments and aligns to
leading industry security standards for control systems. This exposes control
systems to the risk of a successful cyberattack, particularly by a trusted insider
or an intruder breaching physical security and gaining unauthorised access.

Since our audit in 2010, water providers have actively invested in improving the
security of their corporate systems against cyberattacks and attempted to
protect control systems by separating them from corporate systems. However,
they have not designed and built security measures for their control system
environments based on a comprehensive understanding of security risks at the
asset level. The results of our vulnerability tests demonstrate that significant
weaknesses exist in the current approach to securing control systems.
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We reviewed water providers’ governance arrangements over control systems,
including assessments of:

e established roles, responsibilities, and sponsorship of control systems
e policies and procedures that make up their security framework

e detailed vulnerability and risk assessments of control system assets

e coordination of response and recovery plans

e action taken on previous recommendations and improvement processes.

We completed a security architecture review, vulnerability assessment, and a
physical security inspection of the control system environments at each water
provider. The corporate system environments were not subject to review or
testing, other than assessing information flows and security controls between
the two system environments. Risk assessment of the likelihood and impact of
each vulnerability occurring, to determine the necessary security measures, was
not part of this work.

Testing approach

Our approach to vulnerability testing was designed to minimise the impact on
control system performance and safety. We adopted a grey box testing
approach to identify system vulnerabilities, which was planned, controlled,
incremental, and approved in advance by water providers. This means we had
some knowledge of the network design of their computer systems, so we could
develop the focus of each test.

We consulted with water providers in developing test plans. Plans were
customised and included a sample of business-critical water and sewerage
treatment and pumping sites. This enabled us to test a range of different control
system assets, hardware and software, at each site.

We conducted internal testing within the water providers’ system environments
and an external physical security inspection.

Test results and key vulnerabilities

Our vulnerability testing of the security of water providers’ control systems,
against leading industry standards, show vulnerability to an internal cyberattack
or an outsider breaching physical security.

We identified vulnerabilities in common with international assessments of
control systems. The USA Department of Homeland Security’s ICS-CERT Annual
Assessment Report FY 2016 assessed 130 control systems across a range of
sectors, 75 per cent representing energy, transport, government and water.
The six most common vulnerabilities and their risks identified in the USA report
compared with the audited water providers’ vulnerabilities are shown

in Figure 2A.
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Figure 2A

Common control system vulnerabilities compared to audited water providers’ vulnerabilities

Top six vulnerabilities “ Water sector key vulnerabilities

1. Boundary protection

2. Least functionality

3. Identification and
authentication

4, Physical access control

5. Audit review, analysis and
reporting

6. Authenticator management

Undetected, unauthorised access
Weak boundaries between corporate and control
systems

Increased opportunity for malicious access to
control systems
Rogue internal access

Lack of accountability or traceability for user
actions if an account is compromised

Unauthorised physical access to field equipment

and locations provides increased opportunity to:

* maliciously modify, delete or copy device
programs or firmware

s access control systems

* steal or vandalise cyber assets

+ add rogue devices

Without formalised review and validation of logs,
unauthorised users, applications or other
unauthorised events may operate in the control
system network undetected

* Compromised unsecured password
communications

» Password compromise could allow trusted
unauthorised access to systems

Lack of compliance with security and system
patches

Not consistently applying application, operating
system or security updates

Lack of security and system hardening
Failure to minimise security risks in control systems
which could allow unauthorised access

See vulnerabilities 5 and 6 below

Lack of physical security

A lack of physical security policy and procedures for
the control systems to guide the use of mohile
devices, access management and controls and
device installation and removals processes

Lack of physical security monitoring

Lack of security monitoring meaning cyberattacks
may not be identified, causing disruption to control
systems

Lack of adherence to consistent user management
practices

Failure of staff to comply with and enforce user
management practices

Source: VAGO using The Department of Homeland Security, USA, ICS-CERT Annual Assessment Report FY 2016.
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We have not included the detailed test results in this report as this may expose

water providers to cyberattack. They have received individual reports detailing:

e test results and findings

e vulnerabilities that may expose their control systems to unauthorised access

and use

e recommendations to take a more strategic approach to control system

security and remediate weaknesses.

The individual reports provide a vulnerability assessment of a sample of sites

and assets, which do not include a risk assessment. We expect each water
provider to undertake the latter based on their specific risk-appetite.

Water providers advise that they are committed to prioritising the strategic

recommendations and addressing weaknesses identified by their risk

assessment.

Noting that our vulnerability testing was limited in scope, it is a good starting

point for water providers to undertake further work to assess all assets for
remaining sites and complete a comprehensive risk assessment.
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Water providers have a framework of policies and procedures to guide the
security of their corporate systems. However, these documents lack a targeted
and detailed approach to managing the security of their control systems. For
example, security procedures for installing control system equipment should
include the security measures to be applied at installation. Further, existing
equipment in the control system environment should be audited and the
necessary security settings applied to ensure they are appropriately protected
from unauthorised access.

Three water providers have reviewed their security frameworks in the past year:

e One has included references to control systems and now needs to further
align corporate and control system frameworks.

e One recognised that its newly developed cybersecurity strategy did not
adequately consider control system security and has approval to develop a
comprehensive approach for these systems within the existing strategy.

e One brought together existing control system procedures in a single
enterprise security framework recognising an effective approach must
encompass the domains of security—information, personnel, computer
systems and physical. They are now consolidating these procedures and
need to consider how they work together to provide sufficient security
coverage.

Water providers deploy reactive solutions in response to detected security
issues, rather than designing security in a way that coordinates activities across
all systems, addressing the root cause of security weaknesses. Figure 2B
illustrates the impact of not monitoring control systems for unauthorised
devices, which is one of the risks faced by control systems operators and
highlights the importance of security design.

Figure 2B
Rogue devices

A rogue device is an unauthorised device attached to a computer system that poses a
security risk.

An individual could exploit vulnerabilities in a control system by connecting a rogue
device to an unprotected access point and gaining unauthorised access. Control
system operators should periodically scan for, detect and remove unauthorised
devices connected to their systems. This was not the case at one water provider.
Without these documented and approved procedures, a rogue device added to the
environment can go undetected.

Source: VAGO.
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Changing the approach to security

To minimise their vulnerabilities and mitigate risks, water providers need to
change their current approach to security and align with leading industry
security standards for control systems. None of the water providers have
designed and built a security architecture to guide a thorough and integrated
approach to security of these systems.

Better practice guidance

Our 2010 audit recommended that water providers rigorously review the
security of their control systems against the relevant state and international
security standards and implement improvements. They are informally looking at
Australian and international security standards to guide their security approach
for corporate systems, such as NIST, and are actively implementing the ASD
Essential Eight. One provider is periodically self-assessing and tracking their
maturity against NIST. Further, two have applied the ASD Essential Eight to both
their corporate and control systems.

OVIC has subsequently released VPDSS, which refers to local, national and
international better practice guidance for information and data security.
However, as there are no Australian security standards specific to control
systems, water providers should seek guidance for securing these systems from
international standards. Specific standards advocate for a more sophisticated
approach to designing control system security, such as IEC 62443 and

NIST 800 82. The IEC 62443 standard focuses on the design of a security
architecture. Only one water provider has referred to these standards in a
proposed security strategy for control systems.

It is at the discretion of the water provider to determine the use of a standard
commensurate to their size and the criticality of service delivery. Regardless of
the standard used, it is important that they use a respected and trusted leading
industry standard for control systems to guide the design, implementation,
review and improvement of control system security.

Water providers take findings and recommendations from reviews, audits, and
tests conducted on their corporate environments, and address each item
separately. They log individual items into a system for tracking action, assessing
vulnerabilities and risks and developing a treatment plan to resolve the security
weakness if required. This occurs in isolation from a security architecture to
guide an integrated approach. Such an approach would provide a
comprehensive solution to any identified security issue rather than the current
ad hoc approach. For example, a security architecture would predetermine the
security settings for specific groups of assets.
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Penetration testing is an
authorised cyberattack on
the security of a system
to test its strength.

Social engineering
involves psychological
manipulation of people
into performing actions or
divulging confidential
information.

Phishing is a method of
obtaining sensitive
information such as
usernames and
passwords through
electronic means—emails
and websites—by an
attacker masquerading as
a trusted entity.

Security of Water Infrastructure Control Systems

Water providers have a forward multi-year program of improvement works to
update their corporate and control system environments with more advanced
hardware and software to address existing identified security weaknesses,
improve functionality and to better align with standards.

Several water providers are considering the future use of low-cost Internet of
Things devices to improve the collection of information about localised sections
of the water network.

These changes have the potential to improve security as newer equipment
inherently has better security features for water providers to use. However,
technology will continue to evolve and become more connected reinforcing the
need for continuous assessment of vulnerabilities and risks, and the
development of an integrated approach to security for control systems.

Water providers have focused their attention and resources on the security of
their corporate systems. While these systems are important for customer
support, communication, and business processes, the interruption of control
systems that deliver critical water and sewerage services are equally if not more
important.

In the past year, water providers have acknowledged the convergence of these
two environments, and two have responded by integrating their business units
responsible for these areas to improve service support for both environments.

Their risk assessments have resulted in significant investment in securing
corporate systems. However, there is opportunity to increase the focus on
control systems to address the evolving threat landscape.

Water providers have undertaken some review and penetration testing to
confirm the effectiveness of their corporate system security. Water providers
have used a range of security activities to either test the strength of their
security of corporate systems, or improve their knowledge of these systems,
including:

e penetration testing, including social engineering and phishing

e internal audits, reviews and assessments

e physical security reviews

e use of security monitoring tools

e cybersecurity training and awareness

e emergency response training.

However, these activities have not generally extended to their control system

environments. We note however that two water providers have conducted
limited reviews of their control systems in the past five years.

This focus is inconsistent with the VPDSF, which requires water providers to
assess and report their management of information and data security risk,
which includes the security practices for control systems.
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Water providers have executive sponsorship for securing both corporate and
control systems. However, they have not clearly defined roles and
responsibilities for the security of control system assets.

Three water providers have committees or working groups to focus on
corporate and control system governance. However, there is limited reporting
on control system security at levels 1 to 3, seen in Figure 1B. By not
comprehensively assessing their control systems for vulnerabilities and risks at
these levels, senior management have not used this information to guide their
security decisions.

Building capability

Water providers are recognising the importance of a cybersecurity function
within their organisations given the increased threat of internal and external
cyberattacks. All water providers have started to build skills specific to control
system security, but more needs to be done to enhance expertise in this
specialised field.

Non-control system staff undertake key activities that consider the
vulnerabilities and risks of the computer systems used in their businesses. These
include:

e critical infrastructure assessments

e maintaining and testing emergency management plans and business
continuity plans

e establishing a comprehensive security framework including strategy, policy
and procedures.

However, staff with relevant expertise in control system security do not
sufficiently contribute to these activities, and therefore these activities do not
fully incorporate control system issues. There is evidence that this is starting to
be addressed at all water providers. Greater involvement of staff with control
system knowledge would strengthen the security of these systems and improve
emergency management responses.

Water providers prioritise the safe and reliable delivery of water and sewerage

services, but have not managed the security of the control systems that deliver
these services with the same emphasis. There are opportunities to improve the
way they secure these systems.
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Water providers have not built the security for their control systems based on a
detailed understanding of the system assets and their identified security
vulnerabilities. This means activities and programs intended to provide security
or strengthen existing security, may not address actual system weaknesses. All
water providers need to identify their control system assets at the detailed level
and the associated vulnerabilities and security risks as the basis for designing
and building a suitable security architecture.

Our testing highlighted that staff have knowledge of the control systems they
operate, but have a more limited understanding of the detailed security
vulnerabilities and risks. None of the water providers have undertaken
comprehensive vulnerability assessments of their control systems at the
detailed asset and asset zone levels. Where some risks are known, water
providers have not thoroughly documented or communicated these to inform
existing and new processes.

The ability to complete a detailed security risk assessment requires a
comprehensive understanding of control system assets. We found all water
providers’ asset management records are limited for control systems and do not
include detail of the hardware and software in place as the starting point for risk
assessment.

Water providers have demonstrated a mature approach to their enterprise risk
management with well-established frameworks and processes, and clearly
defined risk appetites. They have identified cybersecurity as a strategic risk for
both environments and some high-level risks that could impact control systems.
However, they are not comprehensively assessing security risks for individual
assets and types of assets within the control system environment.

Water providers recognise service provision interruption as a critical risk to
their business and for this reason control systems have a number of
compensating controls—physical redundancy, safety mechanisms and manual
operation. However, for some water providers these controls support only
short-term business continuity, often through costly manual processes, whereas
protecting against a cyberattack can reduce the likelihood of needing to rely on
these controls. Reliance on compensating controls is not a replacement for a
well-designed security approach.
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Physical redundancies and safety mechanisms

Control systems have physical redundancies and safety mechanisms built in
because of their importance to service provision. For example, floats and safety
shut off valves can detect and prevent an overflow. A cyberattack on control
systems might affect these systems in ways not anticipated and so
compensating controls may become ineffective. For example, in the power
sector, the Stuxnet cyberattack resulted in damage to physical equipment,
rendering it inoperable. Operators thought this was a technical fault and
continued to replace the damaged equipment while the cyberattack kept
running in the background for nearly five years.

Manual operation

If control systems became inoperable due to a successful cyberattack, water
providers can manage their assets manually. However, this may require an
increase in resources across their geographic area and mean a loss of visibility of
operations at remote sites, which may present a challenge if it continued over
an extended period. Water providers in Victoria are party to an Australia-wide
mutual aid arrangement that provides them with access, on request and if
available, to additional resources from other states. However, this may not be
sustainable over a long period of time.

Security interventions such as applying the latest software patches to control
systems can, because of the complexity of these systems, have an impact on
service performance or reliability. Water providers are cautious about regular
patching. They generally take a risk-based approach in applying these patches to
minimise potential disruption to systems and services. However, this can put
systems at risk of a cyberattack. Our testing found inconsistent application of
system patches across most water providers. Water providers must balance the
risk of system disruption due to patch application with the risk of system
disruption due to cyberattackers exploiting weaknesses caused by out-of-date
software.

Victoria’s all hazards approach to emergency management extends to
cybersecurity incidents, driven by requirements under the EM Act and
Statement of Obligations. All water providers must conduct an emergency
exercise annually. The 2018-19 Water SRP identifies cybersecurity as an area of
focus for emergency management response exercises.

MW developed the Melbourne Metropolitan Water Industry Response Plan to
provide a combined approach to incident response for metropolitan water
providers. Under this plan, exercises are conducted every two years and this
joint activity can fulfil the requirement for an individual annual emergency
exercise for that year.
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We observed the October 2018 Metropolitan Water Industry Response Plan
exercise because of its cyber focus. Four metropolitan water providers
participated in the exercise and one attended as an observer. The exercise
included website hacking, ransom, water quality issues and loss of control
systems for some water providers.

Key learnings from the exercise were shared to support better results for future
exercises, or an actual incident. DELWP, DPC, EMV and the Department of
Health and Human Services observed, and Victoria Police and representatives of
the ACSC attended to observe how the water sector performed and to share
insights with participants.

Responding to a control system incident has become part of the emergency
management response process. Depending on the severity of an incident, it may
be responded to in isolation by control system technicians or scaled up as an
organisation-wide, industry-wide or statewide response. In the past year, water
providers have included corporate systems staff in these exercises and related
emergency training, and are starting to include control system staff, although
more control system staff could be included.

The Water Sector Resilience Network has created a collaborative approach to
emergency management preparedness within the water sector. Water providers
are now engaged and active, both individually and collectively, in preparing for
incident response.

All water providers have an emergency management plan that overarches
subordinate business continuity plans that include control systems. They have
considered their control systems as an interdependency for key business
services in these plans and have adequately assessed the response times and
actions needed to recover these. Two water providers are also updating and
rationalising their business continuity plans, including refreshing the business
impact analysis relevant to control systems.

All water providers have developed disaster recovery plans for their control
systems. One has recently begun formally testing their plans and developed a
forward testing calendar. The others are informally testing as part of either their
upgrade or patching processes, but have not formally documented these tests.
This means that they are not capturing learnings from tests to improve their
disaster recovery plans.
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We have consulted with BW, DELWP, EMV—response received from DICS—MW,
VDP and YVW, and we considered their views when reaching our audit
conclusions. As required by section 16(3) of the Audit Act 1994, we gave a draft
copy of this report, or relevant extracts, to those agencies and asked for their
submissions and comments. We also provided a copy of the report to DPC.

Responsibility for the accuracy, fairness and balance of those comments rests
solely with the agency head.

Responses were received as follows:

B e e 34
DELWP .ot s 35
DICS e e 37
VIV L et e e s e e 38
YVWV e e e 39
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RESPONSE provided by the Managing Director, BW

@ BarwonWater

Our reference:
Your reference: 33605

30 April 2019

Mr Andrew Greaves
Auditor-General

Victorian Auditor-General’s Office
Level 31

35 Collins Street

MELBOURNE VIC 3000

Dear Audito%ral%ykm

RE: Proposed Performance Audit Report Security of Water Infrastructure Control

Systems

Thank you for your letter dated 15 April 2019 providing Barwon Water the opportunity to
provide comment on the audit report of Security of Water Infrastructure Control Systems.

We note the findings of the audit report and welcome the opportunity to identify and
implement measures that will further enhance control system security. Barwon Water currently
has a number of inflight and planned projects to uplift security of control systems. This
program of work has been further informed by the findings of the audit report and will form
a comprehensive risk based action plan for monitoring and resolution through our Audit

Committee and Board.

Further, we are committed to working with the Department of Environment, Land, Water and
Planning in developing an appropriate assurance framework focused on control systems for

water infrastructure.

We have appreciated the collaborative approach in undertaking this evaluation.

Yours sincerely

it

Tracey Slatter
Managing Director

Barwon Region Water Corporation

55 - 67 Ryrie Street, PO Box 659, Geelong, Victoria, 3220
T: 1300 656 007 E: info@barwonwater.vic.gov.au
www.barwonwater.vic.gov.au

Security of Water Infrastructure Control Systems

Enabling regional prosperity
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RESPONSE provided by the Secretary, DELWP

).t Land, Water and Planning

& 4
S

% Department of Environment,

PO Box 500, East Melbourne,
Victoria 8002 Australia

Mr Andrew Greaves delpicgovau b o ok coratat

Auditor-General 1YL O O
Victorian Auditor-General's Office

Level 31, 35 Collins Street

MELBOURNE VIC 3000

Dear Auditor-General

PROPOSED PERFORMANCE AUDIT REPORT SECURITY OF WATER INFRASTRUCTURE
CONTROL SYSTEM

Thank you for your letter of 15 April 2019 providing the Department of Environment, Land, Water and
Planning (DELWP) with the proposed performance audit report on Security of Waler Infrastructure
Control Systems. The information provided by VAGO through this report will enhance management
practices for water infrastructure control systems and strengthen sector governance oversight by
DELWP.

Victoria’s water corporations and AquaSure for the Victorian Desalination Project (VDP) will remain
responsible for the operating technologies for water infrastructure control systems. In responding to
the audit's recommendations, DELWP recognises its role as a contract manager for the VDP and in
building state-wide water sector resilience. Each water corporation involved in the audit will be
providing individual responses to the audit's specific recommendations from an operaticnal
perspective. The attached Management Action Plan responds for DELWP as the VDP contract

manager.

The audit report highlights the need to improve the cyber-security of control system operating
technologies across the water sector. DELWP will continue to work through our water sector
resilience networks and with Victoria’s Chief Information Security Officer (CISO) to strengthen cyber-
security of control systems at a water sector scale by addressing the issues raised in the audit report.

If you would like more information about this matter, please contact Heidi Matkovich, Director, Sector
Governance and Support, Water and Catchments, DELWP on 9938 6858 or email

Heidi.Matkovich@delwp.vic.gov.au.

Yours sincerely

%’%

John Bradley
Secretary

/1S 17

Encl.

Any personal information about you or a third party in your corespondence will be protected under the provisions of the
Privacy and Data Protection Act 2674. 1L will only be used or di to iate Ministerial. Statutory Authority, or V
5

departmental staff in regard tc the purpose for which it was provided, unless required or authorized by law. Enquiries ORIA
about access to infarmation about you held by the Department should be direcled fo foi .unit@delwp.vic.gov.au or FOI gt
Unit, Department of Environment, Land, Water and Planning, PO Box 500, East Melbourne, Victoria 8002. vsmment
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RESPONSE provided by the Secretary, DELWP-continued

Security of water infrastructure control

systems

Recommendations

Recommendation #1

DELWP (as the contract manager for the
Victorian Desalination Plant) adopt a

DELWP’s Management Action Plan

Agreed Action Completion Date

Support
DELWP will confirm AquaSure's proposed actions to adopta November 2019
holistic approach to cyber security by harmonising security
efforts across VDP's corperate and control system

holistic approach to cybersecurity by ; : Haring -
integrating security efforts across both envircnments and monitor progress. foﬂn(;:ii:;ng
the corporate and controt system
envirgnments (see section 2.3)
Recommendation #2 Support
DELWP (as the contract manager for the DELWP will clarify from AquaSure the roles and November 2019
Victorian Desalination Plant) clarify roles responsibilities for confrol system security governance.
and responsibilities for control system
security governance (see section 2.4)
Recommendation #3 Support
DELWP (as the contract manager forthe ~ DELWP will confirm AquaSure's approach to the November 2019
Victorian Desalination Plant) identify identification of control system asset vulnerabilities and risks
control system asset security at the detaiied level.
vulnerabilities and risks at the detailed
level (see section 2.5)
Recommendation #4 Support
DELWP {as the contract manager forthe ~ DELWP will confirm AquaSure's proposed actions to design  November 2019
Victorian Desalinatien Plant) design, and build a security architectura proportionate to risk that is
build and maintain a securlty architecture  P@sed on leading industry security standards for control Honin
proportionate to risk that is basad on sysiems and manitor progress. Ongoing ¢
leading industry security standards for
control systems (see section 2.5)
Environment,
smobenlA Land, Water
Government and Planning

Security of Water Infrastructure Control Systems
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RESPONSE provided by the Secretary, DJCS

Department of Justice and Community Safety

Secretary Level 26
121 Exhibition Street
Melbourne Victoria 3000
Telephone: (03) 8684 0501
justice.vic.gov.au
DX: 210077

Qur ref: CD/19/287456

Mr Andrew Greaves
Auditor-General

Victorian Auditor-General’s Office
Level 31, 35 Collins Street
MELBOURNE VIC 3000

Dear Mr Greaves

Thank you for your letter of 15 April 2019 providing me with the Victorian Auditor-General's
Office Security of Water Infrastructure Control System proposed draft report and opportunity
to formally respond.

The Department of Justice and Community Safety supports the report's findings.

In particular, the department welcomes the Water Sector Resilience Network creating a
collaborative approach to emergency management preparedness and notes that water

providers are now engaged and active, both individually and collectively, in preparing for
incident response.

If you have any questions or would like further information about the department's response
please contact Mr Kris Waring, Chief Risk and Audit Officer, on 8684 8280 or by emall at
Kris.Waring@jus

Yours sincerely

Rebecca Falkingham
Secretary

Be:dh #1

Personal and heaith information received by the Department of Justice and Community Safety is
managed in accordance with the Victorian privacy legisiation. A copy of the Depariment's privacy

policy is availabie at www.justice.vic.gov.au. For Privacy enquiries, please telsphone
(03) 8684 0071, T ..,?.R'A
Page 1 of 1 s
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RESPONSE provided by the Managing Director, MW

=N Melbourne

B Water

Enhancing Life and Liveability

Your ref: File No: 33605

1 May 2019

Andrew Greaves

Auditor-General

Victorian Auditor-General’s Office
Level 31/35 Collins St
MELBOURNE VIC 3000

Mr Greaves
Proposed Performance Audit Report Security of Water Infrastructure Control Systems

Thank you for the opportunity to provide feedback on the Proposed Performance Report of
Security of Water Infrastructure Control Systems (ICS).

Melbourne Water recognises the need for, and welcomes the periodic assessment of security
requirements for its ICS networks. The threat landscape is constantly changing and the need to
secure assets and networks from nefarious threats is no longer restricted to the information
technology (IT) environment. An ongoing program of work is underway to identify and address
opportunities for improvement and further secure and strengthen the controls supporting both
the ICS and IT environments.

Melbourne Water appreciates that this audit has identified opportunities in addition to the
remediation program already underway for improvement at both a strategic and tactical level
within the ICS environment. As a result, management has developed further actions which will
address the key issues and risks identified. Melbourne Water will work together with the
Department of Environment, Land, Water and Planning (DELWP) to ensure that the actions
taken are aligned with the broader industry-agreed standards, in consultation with the other
Victorian water authorities.

The progress of actions in the remediation program will be overseen by the Melbourne Water
Board through its Audit, Risk and Finance Committee.

Melbourne Water is committed to a program of continuous improvement to ensure both
operational and corporate technology networks within the business are appropriately secured
gng managed to ensure the best outcome for its customers and stakeholders.

NN

Michael Wandmaker
Managing Director

Melbourne Water  asn 1 945 396 933

990 La Trobe Street Docklands VIC 3008
PO Box 4342 Melbourne VIC 3001 Australia
TTY 131 722 F +61 3 9678 7099
melbournewater.com.au

Printed on 100% recycled paper

: I'!: ORIA
State
Government
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RESPONSE provided by the Managing Director, YVW

YARRA VALLEY WATER LTD

Yarra e
Va. | | e g Lucknow Street

Mitcham Victoria 3132
Water Private Bag 1

Mitcham Victoria 3132
DX 13204
F (03)9872 1353

E enquiry@yvw.com.au

2 May 2019 yvw.comau

Mr Andrew Greaves
Auditor-General

Victorian Auditor General’s Office
Level 31/35 Collins Street
MELBOURNE VIC 3000

Dear Mr Greaves,
Proposed Report Security of Water Infrastructure Control Systems

Thank you for the opportunity to review and provide feedback on the Proposed Report
Security of Water Infrastructure Control Systems (ICS).

Yarra Valley Water recognises the need for and welcomes the opportunity to identify and
address opportunities for improvement to further secure and strengthen the controls
supporting the ICS environment. Our Board and Executive Management Team treat
cyber security with the highest of priority and have active oversight of our associated risk
profile and on-going programme of cyber security strengthening work. Your Sector report
and the specific findings provided to Yarra Valley Water are of great assistance in
validation our approach to the security of our ICS.

At Yarra Valley Water we take a risk-based approach to Cyber Security. We have a rolling
three-year Cyber Security Strategy refreshed annually, based on an assessment of the risk
posed to our organisation. As noted in your findings, we have made a significant
investment in the strengthening of our corporate environment in the recent past. This
strengthening has included reinforcement of our perimeter security which helps protect
our ICS from an external attack.

It is important to note that the security testing undertaken by VAGO for this audit was
done from within our secure perimeter with access provided by Yarra Valley Water, and
as such this security layer was not tested. With that said, the Board and Executive of
Yarra Valley Water appreciate the emerging risk associated with the security of the ICS
environment. While at present our ICS are substantially used to monitor rather than
control our Operational environment, as the use of technology matures the security of
this environment will be of paramount importance.

In recognition of this we are planning to make a significant investment in the security of
our ICS environment in the current and future years, in line with our risk based Cyber
Security Strategy. As well as investing in cyber security tooling and networking, we are
combining our ICS and traditional IT areas into a single Group to ensure a holistic
approach to Cyber Security Architectures and practices. Ongoing strengthening of our ICS
security will form part of current and future years’ plans as our environment and the
external landscape evolves.

Victorian Auditor-General’s Report Security of Water Infrastructure Control Systems



RESPONSE provided by the Managing Director, YWW—continued

Once again, | would like to take the opportunity to thank you for involving us in this Audit,
and in providing both detailed and high level findings that have been valuable in validating
our approach to enterprise wide cyber security.

Yours sincerely,

Pat McCafferty
Managing Director
Yarra Valley Water

Security of Water Infrastructure Control Systems Victorian Auditor-General’s Report



Report title

Local Government Insurance Risks (2018-19:1)

Managing the Municipal and Industrial Landfill Levy (2018-19:2)
School Councils in Government Schools (2018-19:3)

Managing Rehabilitation Services in Youth Detention (2018-19:4)
Police Management of Property and Exhibits (2018-19:5)

Crime Data (2018-19:6)

Follow up of Oversight and Accountability of Committees of Management
(2018-19:7)

Delivering Local Government Services (2018-19:8)

Security and Privacy of Surveillance Technologies in Public Places
(2018-19:9)

Managing the Environmental Impacts of Domestic Wastewater
(2018-19:10)

Contract Management Capability in DHHS: Service Agreements
(2018-19:11)

State Purchase Contracts (2018-19:12)

Auditor-General’s Report on the Annual Financial Report of the State of
Victoria: 2017-18 (2018-19:13)

Results of 2017-18 Audits: Local Government (2018-19:14)

Professional Learning for School Teachers (2018-19:15)

Access to Mental Health Services (2018-19:16)

Outcomes of Investing in Regional Victoria (2018-19:17)

Reporting on Local Government Performance (2018-19:18)

Local Government Assets: Asset Management and Compliance (2018-19:19)

Compliance with Asset Management Accountability Framework
(2018-19:20)

Security of Government Buildings (2018-19:21)

Date tabled

July 2018

July 2018

July 2018
August 2018
September 2018
September 2018

September 2018

September 2018

September 2018

September 2018

September 2018

September 2018

October 2018

December 2018
February 2019
March 2019
May 2019

May 2019

May 2019

May 2019

May 2019



VAGO

Victorian Auditor-General’s Office

All reports are available for download in PDF and HTML format on our website
www.audit.vic.gov.au

Victorian Auditor-General’s Office
Level 31, 35 Collins Street
Melbourne Vic 3000

AUSTRALIA

Phone +61 3 8601 7000
Email enquiries@audit.vic.gov.au



	Cover
	Contents
	Acronyms and abbreviations
	Audit overview
	Conclusion
	Findings
	Recommendations
	Responses to recommendations

	1 Audit context
	1.1 Victoria’s water sector
	1.2 Control systems and their use
	1.3 Securing control systems
	1.4 Responsibility for security
	1.5 Better practice cyber security standards for control systems
	1.6 Previous audits
	1.7 Why this audit is important
	1.8 What this audit examined and how
	1.9 Report structure

	2 Strengthening control system security
	2.1 Conclusion
	2.2 Security vulnerabilities
	2.3 Approaching security holistically
	2.4 Rebalancing security focus
	2.5 Comprehensively assessing security risks
	2.6 Improving response to cybersecurity incidents

	Appendix A. Audit Act 1994 section 16—submissions and comments


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




