Figure 7: Maturity of agencies' identity controls

Colour key

Best-practice compliance controls Conditional access (not captured in Microsoft Secure Score)

Maturity scale

Guest users &

Require
MFA for
guest users

Do not allow users Enable
Member users 8-'- to grant consent self-service
_ Secure to unwanted . PEEEITETe Require Enable Azure Use
Block All users can Require MFA : applications Require reset - . .
leqac complete for Azure security MEA for password Block access AD Password Phishing-resistant continuous
gacy | P information Inactive change for Perform by location . Protection MFA for all users access
. . . authentication MFA . management . . all users . . . Require :
Human Privileaged Use dedicated Emergency Require registration o accounts are Identity risky users L Perform access access reviews . evaluation
g Least-privileged . . Just-in-time . passwordless Privileged
. .. cloud-only accounts MFA for administration programmatically protection dministrati reviews for of groups MEA for access devices
identities users accounts created administrators discovered and deployed aaministration administrators and administrators
disabled applications
Service Secure Migrate to sveltc# I:ZYJV;HXS;SS Suspici Automated
Use 3 |dentity service non-human Directorv Identit USE’[.'C!?US identity
accounts | governance accounts identities ryie y activity governance,
centralised and lifecycle Protection logged and entitlement
identity and ana en{ent monitored management
On remises L (ma?nual HiElols Perform access Lilig) = Enable Azure and pe?missior'1$
p ’@‘ system processes) L:ji;ﬁgﬁ;i%end seg;:\i’rglr(cje reviews for SIEl\;I('DSF? AR, AD Password management
users P I administrators Protection (CIEM)
Service o i o
principals
Non-human U
. oys se
IdentltleS/ Apoplications continuous
workload PP S Secure workloads cledlzEs
sedli= : : evaluation
d titi service with Azure Active
iaentities accounts N Directory Identity
Protection
Managed to grant consent
identities to unwanted

applications



	Slide Number 1
	Slide Number 2



